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Executive Summary
Data governance is a broad topic that covers the quality, integrity, availability, and security of data. 1 For
this project, the Texas A&M Transportation Institute (TTI) was tasked with examining the security
aspects of data governance as it relates to the sharing of large datasets between Texas Traffic Records
Coordinating Committee (TRCC) member agencies or with outside entities for traffic safety research
purposes.
TTI researchers conducted interviews with Texas TRCC members to assess their data governance needs.
This was followed by interviews with traffic record subject matter experts from around the country to
understand their current data governance processes and identify best practices that could be adopted
by Texas TRCC member agencies.
TTI found that the current data sharing policies and procedures of Texas TRCC member agencies varied
from agency to agency, and as such their data governance needs varied as well. The following is a
breakdown of the Texas TRCC principal agencies2 data sharing policies and procedures, and requests for
TTI assistance:
• The Department of State Health Services (DSHS) does not have a data sharing agreement
template nor a standardized way of storing agreements and requested TTI to investigate both
issues.
• The Texas Department of Transportation (TxDOT) does have a data sharing agreement template
but requested TTI to look at what other states include in their templates, as well as identify best
practices for storing the data sharing agreements.
• The Department of Public Safety (TxDPS) does not share aggregated citation data unless it is for
a project for TxDPS. However, TxDPS does not have any data governance policies that cover
those circumstances.
• The Texas Department of Motor Vehicles (TxDMV) has a clear process for sharing data, but it has
issues with data recipients’ unauthorized sharing of TxDMV data to third parties.
• Roadway records in Texas do not include any personably identifiable data and are made
available online to anyone, eliminating any data governance needs.
TTI contacted 7 traffic record agency stakeholders. TTI found that data governance policies of agencies
in other states varied widely – in many ways mirroring the variance in data sharing policies and
procedures in Texas. About half of the agencies TTI spoke to had data sharing agreement templates
while the other half developed a new agreement tailored to the needs of each data recipient. Of the
agencies with data sharing agreement templates in place, only half specified the method they would
transfer the data -- secure file transfer protocol (SFTP) being the most common method. Only a handful
specified requirements for how the data recipient agency should store or use the data, and none of the
agencies had a set of procedures to review their data governance policies on a periodic basis.

1

Gwen Thomas. “Defining Data Governance”. Data Governance Institute, 2018. Available from:
http://www.datagovernance.com/defining-data-governance/.
2
TTI was unable to schedule an interview with TxDPS Driver Division.
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Additionally, TTI conducted background research on data governance policies and procedures. Below is
a summary of data governance best practices developed by TTI for the Texas TRCC. The summary
section is followed by the full report for each aspect of data governance covered by the project.

Data Governance Review Board
Each agency should establish a data governance review board to oversee the privacy, security, and
compliance for traffic records-related data that is shared. It is necessary to oversee the sharing of traffic
records data because while shared traffic records data can improve efficiencies and reduce costs, there
are also risks associated with sharing personably identifiable information (PII) and protected health
information (PHI) that must be mitigated.
Most organizations already have an existing data governance structure or framework, often led by
either the IT or Legal Departments that traffic records data governance can be housed within.
The data governance review board’s main responsibilities are ensuring the security of PII and
compliance with all federal and state regulations with clarity. The board should establish clear
procedures for handling data requests, including identifying who receives the data request, who needs
to approve the request (which will most likely include the division manager and a member of the
agency’s legal department at minimum), and what is included on the data sharing agreement template.

Secure Data Transfer
Secure File Transfer Protocol (SFTP) allows for the safe and secure transfer of data and can be made to
comply with the Health Insurance Portability and Accountability Act (HIPAA), Sarbanes-Oxley Act (SOX),
and Federal Information Processing Standards (FIPS), making it ideal for the transferring of traffic
records data that includes PII and PHI.
There are other methods of transferring data, including mailing a USB flash drive or CD for agencies that
need to securely transfer data but do not have SFTP capability, or even email if the data does not
include PII or PHI.

Data Storage by the Receiving Agency
If the providing agency is transferring data containing PII or PHI, it may be appropriate to require the
receiving agency to securely store the data in a prescribed manner. Data should be encrypted and
password-protected to increase security. Additionally, storing the data on an external hard drive or
solid state drive allows the data to be physically locked away when not in use and limits the number of
devices on which the data is stored.

Permissible Data Uses for the Core Traffic Records Systems
There are several federal and state laws, including the Drivers Privacy Protection Act (DPPA) and the
Motor Vehicle Records Disclosure Act that regulate the use of crash, driver, vehicle, and citation data.
While these laws restrict or define the specific circumstances these data types may be released to the
public, the laws clearly allow these data to be shared with other government agencies for government
purposes and with research entities to conduct traffic safety analysis as long as PII is not released
publicly. Additionally, there are not privacy concerns related to roadway data. Consequently, the Texas
TRCC should be confident pursuing data integration and interface efforts between the TRCC member
agencies and using the data for research to improve traffic safety.
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However, while these five data sets (crash, citation, roadway, vehicle, and driver) have clear permissible
uses, injury surveillance/Emergency Medical Services (EMS) data is much more tightly regulated because
it contains highly PHI, limiting the ease with which injury surveillance/EMS data can be shared with
other TRCC member agencies or for traffic safety research purposes.

Principle of Least Access
The providing agency should use the Principle of Least Access to restrict the number of people at the
receiving agency who have access to shared data.3 Controlling access to data is integral to maintaining
data security. The more people who have access to the data, the greater the potential for the data to be
compromised. The intentional or accidental disclosure of PII and PHI increases with the number of users
who have access to the data. Additionally, the more people who have data access, the more
opportunities hackers have to identify a weak password or steal a password. Both the providing and
receiving agency should work together to restrict data sharing to only the data needed by the receiving
agency and to identify which individuals at the receiving agency truly need access to the data and limit
access to just those people, especially when it comes to PII and PHI.

Data Sharing Request and Agreement Templates and Storage
Data sharing request and agreement templates help standardize the process for receiving and approving
data requests. Standardizing the process can lead to time savings and fewer complications since the
same process for each request is followed.
Data sharing request and agreement templates serve as the foundation of a relationship between two
agencies sharing information and should cover all the relevant areas of data governance security
mentioned above. These documents allow the data governance review board to quickly understand the
nature of the data requests, identify any risks to the data, and develop an agreement for all parties to
sign.
Data sharing request and agreement templates should be recorded on some sort of shared drive or in
cloud storage that is easily accessible by all parties who would need to reference it at the agency
providing the traffic records data to the receiving agency.

3

Miguel Angel Mendoza. “The principle of Least Privilege: A Strategy of Limiting Access to Wht is Essential.” We
Live Security, July 2, 2018. Available from: https://www.welivesecurity.com/2018/07/02/principle-leastprivilege-strategy/.
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Data Governance Review Board and Oversight
A data governance board oversees the privacy, security, and compliance for traffic records-related data
that is shared. It is necessary to oversee the sharing of traffic records data because while shared traffic
records data can improve efficiencies and reduce costs, there are also risks associated with sharing
personably identifiable information (PII) and protected health information (PHI) that must be mitigated.
None of the states interviewed had a data governance board or equivalent structure, though the Utah
Highway Safety Office stated they intended to develop a data governance board. While none of the
interviews were able to provide insights, there is a lot of information available online and from other
resources, especially regarding health records.

Definition
Data governance means “the exercise of decision-making and authority for data-related matters.”4
More specifically, data governance is “a system of decision rights and accountabilities for informationrelated processes, executed according to agreed-upon models which describe who can take what
actions with what information, and when, under what circumstances, using what methods.” 5
Data governance can mean different things to different people depending on the context and purpose.
For some, data governance is about data quality and integrity. It is the rules and definitions used to
make sure data is accurate and reliable. For example, TxDOT’s Crash Reporting and Analysis for Safer
Highways (CRASH) uses several hundred business rules to validate what law enforcement officers enter
on a crash report to make sure the information is accurate and complete. For example, CRASH will alert
the officer if they enter a crash time of “0100 hours” but a light condition of “daylight.” CRASH will also
alert the officer if required fields are not completed.
For others, data governance centers on data security, privacy, and compliance. This definition is the
focus of this report due to the data governance topic deliverables developed as part of this grant as per
the request of TRCC members. Data security, privacy, and compliance focuses on protecting sensitive
information, such as PII and PHI and making sure an organization is in compliance with federal and state
regulations regarding the data they control and share. 6

Principles
Data governance should serve the underlying business interests while minimizing risks. Advances in
technology allow for data to be transferred more and more easily which can streamline many business
functions. This can save time and money while opening up different avenues for improved data analysis

4

“The Basic Information,” The Data Governance Institute. http://www.datagovernance.com/the-basicinformation/.

5

Ibid.

6

“Focus Areas for Data Governance: Focus on Privacy/Compliance/Security,” The Data Governance Institute.
http://www.datagovernance.com/focus-areas-for-data-governance-focus-on-privacy-compliancesecurity/.

4

which can identify trends that can be used to improve traffic safety.7 Data governance policies should
allow for the sharing of information while making sure risks are minimized.
The data governance board or committee should be driven by the belief of governing data as little as
possible while still minimizing risk in order to achieve the greatest benefit to the organization and the
traffic safety community as a whole. Frequently, agencies will aggressively apply data governance rules
and regulations when establishing a data governance board or committee. This can limit the
effectiveness of an organization by reducing the ability to use data without any meaningful
corresponding reduction of risk.
Health Catalyst, a recognized leader in health records data warehousing and analytics8, recommends,
“When in doubt, govern less, not more. Keep it lean. Grow slowly and carefully into the need for more.” 9
Fortunately, the regulations regarding traffic safety information are clear. Crash, citation, driver, and
vehicle information can be shared with other government agencies to carry out and improve
government functions and with research institutes to study the data to improve traffic safety as long as
PII is protected and not published. This should limit data governance boards regarding these four types
of data to the core responsibilities outlined below.
That being said, data involving PHI such as Injury Surveillance/EMS records is much more heavily
regulated, as there is greater risk sharing that information which must be considered. This risk is
recognized in US regulations and the Health Insurance Portability and Accountability Act (HIPPA) places
greater restrictions on the use and sharing of PHI than the Driver’s Privacy Protection Act (DPPA) places
on PII. “PHI is subject to strict confidentiality and disclosure requirements that don’t apply to most
other industries in the United States. In other words, protecting PHI is always legally required, but
protecting PII is only mandated in some cases.”10

Structure
Most organizations already have an existing data governance structure or framework, often led by
either the IT or Legal Departments, that traffic records data governance can be housed within.
Depending on the nature of the agency’s current data governance structure, traffic records data
governance can be incorporated into the main body of the current structure or a subcommittee can be
established. Traffic records data should be represented on the data governance board by the manager
directly responsible for the data, employees directly responsible for the sharing of the data, and
executive members of the data governance board, which will often include a representative of the
agency’s legal counsel and the chief information officer (CIO).
7

Jon Graber, “Texas Core Traffic Records Database Linkage Feasibility Study,” Texas A&M Transportation Institute.
Sept. 2017.
8
“Health Catalyst Leads the Enterprise Healthcare BI Market in Improving Outcomes in Latest KLAS Report,” Health
Catalyst. Jan. 2016, https://www.healthcatalyst.com/news/health-catalyst-leads-the-enterprisehealthcare-bi-market-in-improving-outcomes-in-latest-klas-report/.
9

Dale Sanders, “7 Essential Practices for Data Governance in Healthcare,” Health Catalyst.
https://www.healthcatalyst.com/healthcare-data-governance-practices.
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“Personally Identifiable Information: HIPAA,” Virtru. May 2016, https://www.virtru.com/blog/personallyidentifiable-information-hipaa/.
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Responsibilities
The data governance board’s main responsibilities are ensuring the security of PII and compliance with
all federal and state regulations with clarity. The board should establish clear procedures for handling
data requests, including identifying who receives the data request, who needs to approve the request
(which will most likely include the division manager and a member of the agency’s legal department at
minimum), and what is included on the data sharing agreement template.
Additionally, the data governance board will need to establish internal agency rules for how and where
data sharing agreements are stored and how often the data governance board structure needs to be
reviewed. As recommended earlier, it is best to grow slowly into developing a data governance
structure. An annual review of the data governance structure is appropriate, but a review does not
necessitate changes. Reasons to change the structure of a data governance board include identifying
issues in the performance of the board, changes in the parent agency, or changes to the law.
Finally, the data governance board needs to identify how disputes with data recipients are handled.
Disputes can be related to many things including how the data recipient used the data and to whom
they gave access to the data. The response by the data governance board to any disagreements or
violations of the data sharing agreement can vary depending on the nature and degree of the violation.
For smaller violations or disagreements, the board may simply need to work with the data recipient to
clarify how the shared data may be used. More serious violations may results in the termination of the
data sharing agreement.

Secure Data Transfer and Storage
It is important that agencies that share data with other entities establish procedures regarding how the
data is transferred, stored, and accessed by the receiving agency in order to ensure data security.
TTI reviewed other states’ policies and procedures regarding how data should be transferred, stored,
and accessed and conducted background research to identify best practices. Most agencies use a secure
file transfer protocol (SFTP) to transfer their data to the receiving agency. Few agencies had any storage
or access restriction requirements for the receiving agency, but those that did required their data be
encrypted and password protected to ensure only authorized individuals at the receiving agency had
access to the data. Additionally, one agency was required to store their data on an external hard drive
that only two people had access to. Injury Surveillance data had the most strict transferring, storing,
and accessing requirements due to containing personal health information.

Transferring Data to the Receiving Agency
Transferring data securely is important to making sure it does not fall into the hands of people it does
not belong. This is especially true of traffic records data which contains personally identifiable
information about people listed in the records, including their driver’s license, address, and even
medical records when it comes to injury surveillance data.
SFTP allows for the creation of a secure connection in which the user and host must verify their identity.
Additionally, SFTP can be made to comply with various federal privacy laws including the Health
Insurance Portability and Accountability Act (HIPAA) which covers personal health information,

6

Sarbanes-Oxley Act (SOX) which covers financial information, and Federal Information Processing
Standards (FIPS) which is a US government security standard for protecting data in transit.11
During the interviews of traffic record stakeholders outside of Texas, SFTP was the most common way to
transfer data. Colorado driver data is distributed through a third party called Colorado Initiative (CI) that
handles all data requests. Once a request is approved, CI asks the requester to fill out the Motor Vehicle
Records Set-Up form which asks for the requesters SFTP details so the data can be transferred to them.
The Ohio Bureau of Motor Vehicles (BMV) and Indiana BMV both upload their data to a SFTP to allow
users to have access to the data. They use this same SFTP to update the data available on a periodic
schedule.
While SFTP is the most commonly used method, there are several other ways to transmit traffic records
data securely. The Utah Highway Safety Office receives some data via email that requires a secure login
while toxicology reports related to fatal crashes are picked up by hand directly from the Medical
Examiner’s Office. The New Mexico Emergency Medical Services Trauma Care Program transfer data via
CD or USB that is password protected and encrypted, but will use email to share data that does not
contain any personally identifiable information. However, they are looking into establishing a SFTP.

Data Storage by the Receiving Agency
Of the seven agencies outside of Texas interviewed, only the Utah Highway Safety Office had any
requirements for how shared data should be stored. They used a password protected external hard
drive. The Ohio BMV did state that their legal department reviews the receiving agency’s data storage
practices to make sure they are appropriate, but they do not specifically define acceptable forms of data
storage.
External hard drives offer many advantages as a means of securely storing data. They are affordable
and have a lifespan of 3-20 years depending on how often they are used, as regular use reduces the
magnetic properties and mechanical components used to store and access the data. 12 This lifespan is
usually sufficient for traffic safety data, because traffic safety data can become outdated in as little as
five years as transportation trends change.
Additionally external hard drives offer the ability to physically securing the data by keeping it locked in a
secure area and limiting who has access to it, in addition to encrypting the data and requiring a
password to access it.
Solid state drives (SSD) are similar to external hard drives, but they do not use any moving parts. This
makes them more rugged and faster. However external hard drives have greater capacity and are
cheaper. Generally, unless you are using data that has a lot of videos and photos, such as for graphic
design, or you need to travel with your data, external hard drives are considered better than SDD. 13
11

“Why use SFTP for File Transfers?,” Van Dyke Software.
https://www.vandyke.com/products/securefx/why_sftp.html.
12
Jon Jacobi, “Hard-core data preservation: The best media and methods for archiving your data,” PC World. Feb.
2016, https://www.pcworld.com/article/2984597/storage/hard-core-data-preservation-the-best-mediaand-methods-for-archiving-your-data.html.
13

Tom Brant and Joel Santo Domingo, “SSD vs. HDD: What’s the Difference?,” PC Mag. March. 2018,
https://www.pcmag.com/article2/0,2817,2404258,00.asp.
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Another option is optical storage such as CD/DVD/Blu-ray. Optical storage can last one hundred years,
but have much smaller storage capacity and are slower compared to hard drives and SDD. 14
Finally, cloud storage through a third party can be used to store data. This involves storing your data on
someone else’s server. While cloud storage service companies do provide a high level of security, there
will always be risks storing data on someone else’s server and there have been breeches of cloud
storage before. Additionally, you need internet access to obtain and use your data. Using your data
may be slow depending on the internet speed and the size of the data you are accessing compared to
accessing from a local source such as an external hard drive.15

Permissible Data Uses for the Core Traffic Records Systems
There are several federal and state laws that regulate the use of crash, driver, vehicle, and citation data.
While these laws restrict or define the specific circumstances these data types may be released to the
public, the laws clearly allow these data to be shared with other government agencies for government
purposes and with research entities to conduct traffic safety analysis as long as personably identifiable
information (PII) is not released publicly. Additionally, there are not privacy concerns related to
roadway data. Consequently, the Texas Traffic Records Coordinating Committee (TRCC) should be
confident pursuing data integration and interface efforts between the TRCC member agencies and using
the data for research to improve traffic safety.
However, while these five data sets (crash, citation, roadway, vehicle, and driver) have clear permissible
uses, injury surveillance/Emergency Medical Services (EMS) data is much more tightly regulated because
it contains highly protected health information (PHI), limiting the ease with which injury
surveillance/EMS data can be shared with other TRCC member agencies or for traffic safety research
purposes.
While there are many permissible uses for sharing traffic records data, care should still be taken to
protect PII and PHI. Using the Principle of Least Access can help protect PII and PHI while still allowing
traffic records data to still be shared to improve traffic safety.

Permissible Uses of Crash, Driver, and Vehicle Data
There are two federal statutes that are cited by state agencies in either their data request documents or
their data sharing agreement documents. The first is 18 U.S.C. § 2721-2725. Its title is Chapter 123 –
Prohibition on Release and Use of Certain Personal Information from State Motor Vehicle Records but is
more commonly referred by the name Drivers Privacy Protection Act (DPPA), which was the law passed
by Congress that created the statute. DPPA highlights the restrictions and permissible uses for motor
vehicle data and is seen in almost all driver and vehicle data request/data sharing agreement documents
and sometimes in crash data request/data sharing agreement documents.
DPPA begins by restricting the release of personal information:

14

Jon Jacobi, Ibid.

15

Ibid.

8

(a)In General.—A State department of motor vehicles, and any officer, employee, or contractor
thereof, shall not knowingly disclose or otherwise make available to any person or entity:
(1) personal information, as defined in 18 U.S.C. 2725(3), about any individual obtained by the
department in connection with a motor vehicle record, except as provided in subsection (b) of
this section; or
(2) highly restricted personal information, as defined in 18 U.S.C. 2725(4), about any individual
obtained by the department in connection with a motor vehicle record, without the express
consent of the person to whom such information applies, except uses permitted in subsections
(b)(1), (b)(4), (b)(6), and (b)(9): Provided, That subsection (a)(2) shall not in any way affect the
use of organ donation information on an individual’s driver’s license or affect the administration
of organ donation initiatives in the States.16
Personal information is defined as:
(3) “personal information” means information that identifies an individual, including an individual’s
photograph, social security number, driver identification number, name, address (but not the 5-digit
zip code), telephone number, and medical or disability information, but does not include
information on vehicular accidents, driving violations, and driver’s status 17
Highly restricted personal information is defined as:
(4) “highly restricted personal information” means an individual’s photograph or image, social
security number, medical or disability information18
The statute then lists 14 permissible uses, several of which (copied below) allow for sharing to assist
with government operations and research related to traffic safety.
(b)Permissible Uses.—Personal information referred to in subsection (a) shall be disclosed for use in
connection with matters of motor vehicle or driver safety and theft, motor vehicle emissions, motor
vehicle product alterations, recalls, or advisories, performance monitoring of motor vehicles and
dealers by motor vehicle manufacturers, and removal of non-owner records from the original owner
records of motor vehicle manufacturers to carry out the purposes of titles I and IV of the Anti Car
Theft Act of 1992, the Automobile Information Disclosure Act (15 U.S.C. 1231 et seq.), the Clean Air
Act (42 U.S.C. 7401 et seq.), and chapters 301, 305, and 321–331 of title 49, and, subject to
subsection (a)(2), may be disclosed as follows:

16

Prohibition on Release and Use of Certain Personal Information from State Motor Vehicle Records, 18 U.S. Code

§
2721 (Cornell Law School Legal Information Institute 2018). Available from:
https://www.law.cornell.edu/uscode/text/18/2721.
17

Definitions, 18 U.S. Code § 2725 (Cornell Law School Legal Information Institute 2018). Available from:
https://www.law.cornell.edu/uscode/text/18/2725#3.

18

Ibid.
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(1) For use by any government agency, including any court or law enforcement agency, in
carrying out its functions, or any private person or entity acting on behalf of a Federal, State, or
local agency in carrying out its functions.
(2) For use in connection with matters of motor vehicle or driver safety and theft; motor vehicle
emissions; motor vehicle product alterations, recalls, or advisories; performance monitoring of
motor vehicles, motor vehicle parts and dealers; motor vehicle market research activities,
including survey research; and removal of non-owner records from the original owner records of
motor vehicle manufacturers.
(3) For use in the normal course of business by a legitimate business or its agents, employees, or
contractors, but only—
(A) to verify the accuracy of personal information submitted by the individual to the
business or its agents, employees, or contractors; and
(B) if such information as so submitted is not correct or is no longer correct, to obtain the
correct information, but only for the purposes of preventing fraud by, pursuing legal
remedies against, or recovering on a debt or security interest against, the individual.
(4) For use in connection with any civil, criminal, administrative, or arbitral proceeding in any
Federal, State, or local court or agency or before any self-regulatory body, including the service
of process, investigation in anticipation of litigation, and the execution or enforcement of
judgments and orders, or pursuant to an order of a Federal, State, or local court.
(5) For use in research activities, and for use in producing statistical reports, so long as the
personal information is not published, redisclosed, or used to contact individuals.19
Additionally, many driver, vehicle, and crash data request documents highlight 23 U.S. Code § 409 which
prevents data that the federal government requires states collect, such as traffic safety data, from being
used in litigation against the state.
“Notwithstanding any other provision of law, reports, surveys, schedules, lists, or data compiled
or collected for the purpose of identifying, evaluating, or planning the safety enhancement of
potential accident sites, hazardous roadway conditions, or railway-highway crossings, pursuant
to sections 130, 144, and 148 of this title or for the purpose of developing any highway safety
construction improvement project which may be implemented utilizing Federal-aid highway
funds shall not be subject to discovery or admitted into evidence in a Federal or State court
proceeding or considered for other purposes in any action for damages arising from any
occurrence at a location mentioned or addressed in such reports, surveys, schedules, lists, or
data.”20

19

Prohibition on Release and Use of Certain Personal Information from State Motor Vehicle Records, 18 U.S. Code

§
20

2721, Ibid.
Discovery and Admission as Evidence of Certain Reports and Surveys, 23 U.S. Code § 409 (Cornell Law School
Legal Information Institute 2018). Available from: https://www.law.cornell.edu/uscode/text/23/409/
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Finally, most states cite state statutes regarding confidentiality of the data they are sharing. In Texas,
the Transportation Code Sections 550.065 and 730 (which is sometimes referred to as the Motor Vehicle
Records Disclosure Act) protects an individual’s privacy by strictly regulating the circumstances motor
vehicle and crash records information can be disclosed. These statutes limit access of motor vehicle and
crash information to government agencies carrying out necessary government functions; businesses,
such as insurance or toll road companies with a business need; research in which individual information
is not disclosed; and other individuals involved in a crash.21 22 These two Texas statues follow closely
with the federal statutes of DPPA.

Permissible Uses of Citation Data
TTI spoke with representatives from Utah and Washington State who both provided the state laws that
detailed the sharing of citation data. The state of Utah does not have an open records policy when it
comes to criminal history data as well as citation data. Utah’s Public Safety Code 53-10-108 states that
criminal history records, as well as warrants of arrest information, can only be shared with:
“(a) criminal justice agencies for purposes of administration of criminal justice and for
employment screening by criminal justice agencies;
(b)noncriminal justice agencies or individuals for any purpose authorized by statute, executive
order, court rule, court order, or local ordinance;
(c )agencies or individuals for the purpose of obtaining required clearances connected with
foreign travel or obtaining citizenship;
(d)(i) agencies or individuals pursuant to a specific agreement with a criminal justice agency to
provide services required for the administration of criminal justice; and
(ii) the agreement shall specifically authorize access to data, limit the use of the data to
purposes for which given, and ensure the security and confidentiality of the data;
(e )agencies or individuals for the purpose of a preplacement adoptive study, in accordance with
the requirements of Sections 78B-6-128 and 78B-6-130;
(f)(i) agencies and individuals as the commissioner authorizes for the express purpose of
research, evaluative, or statistical activities pursuant to an agreement with a criminal justice
agency; and (ii) private security agencies through guidelines established by the commissioner for
employment background checks for their own employees and prospective employees;
(g) a qualifying entity for employment background checks for their own employees and persons
who have applied for employment with the qualifying entity; and

21

Release of Certain Information Relating to Accidents, Texas Transportation Code Chapter 550.065 (Texas
Constitution and Statutes 2018). Available from:
https://statutes.capitol.texas.gov/Docs/TN/htm/TN.550.htm#550.065.

22

Motor Vehicle Records Disclosure Act, Texas Transportation Code 730. (Texas
Constitution and Statutes 2018). Available from:
https://statutes.capitol.texas.gov/Docs/TN/htm/TN.730.htm/.
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(h) other agencies and individuals as the commissioner authorizes and finds necessary for
protection of life and property and for offender identification, apprehension, and prosecution
pursuant to an agreement.”23
Like Texas, the state of Washington does not have a unified court system. Therefore, the Washington
Department of Public Safety as well as the Washington courts store their citation records. An established
set of procedures govern how criminal justice agencies acquire data in the state. A public purpose
agency that would like to gain access to citation data from the courts, for example, has to go through an
extra step to acquire data from the courts. The requesting agency must state the proposed uses for
requesting such information. Court staff will then determine if the requestor has a legitimate use to
request the information by using the following criteria:
“The extent to which access will result in efficiencies in the operation of a court or courts.
The extent to which access will enable the fulfillment of a legislative mandate.
The extent to which access will result in efficiencies in other parts of the criminal justice system.
The risks created by permitting such access.24
Texas’ policies and procedures are similar to Utah’s. Per the Texas Department of Public Safety’s
website:
“Chapter 411, Subchapter F, Texas Government Code outlines the access and dissemination of
criminal history record information (CHRI) from DPS. This statute follows the national model
established in federal regulations for the access of nationwide CHRI managed by the FBI. CHRI in
the Texas state repository at DPS may only be disseminated from DPS:
1. To criminal justice agencies for criminal justice purposes, including law enforcement agencies
during investigations
2. To entities identified in the Government Code (and a few other statutes) for criminal history
searches for specific non-criminal justice purposes, such as:
1. Certain governmental licenses (medical, law, educator, etc.)
2. Certain jobs serving vulnerable populations, especially children, the elderly and the
disabled (day care centers, nursing homes, hospitals, mental health workers, etc.)
3. Certain security sensitive jobs, such as nuclear power plants, financial institutions, etc.
4. Brady firearm sales
3. To the person himself or herself

23

Criminal Investigations and Technical Services Act, Utah Public Safety Code 53.10.108 (Utah State Legislature
2018). Available from:
https://le.utah.gov/xcode/Title53/Chapter10/53-10-S108.html?v=C53-10-S108_2015051220150701.

24

“Data Dissemination Policy,” Washington Courts, 2018. Available from:
http://www.courts.wa.gov/datadis/?fa=datadis.policyDiss#IV.
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4. For certain research purposes
Each session, the Texas legislature increases the uses of CHRI for noncriminal justice purposes. In
2003, for example, the legislature granted access for criminal history searches to the many
companies that provide in-home services, such as plumbing or electrical repair. Keeping the file
accurate and up to date is a true public safety responsibility for both criminal and noncriminal
justice purposes.”25

Permissible Uses of Injury Surveillance/EMS Data
Injury Surveillance and EMS data is heavily regulated at both the state and federal level. As a result it is
much more difficult to share health data, whether to link to other traffic safety data for governmental
purposes or for traffic safety research purposes. However, using health records to improve traffic safety
is possible. The National Highway Traffic Safety Administration’s (NHTSA) Crash Outcome Data
Evaluation System (CODES) is a great example of linking health care data with other traffic safety data to
better understand the medical and financial outcomes of crashes, but the laws outlined below show
that great care must be taken when using health care records for traffic safety purposes. 26
The most important federal law is the Health Insurance Portability and Accountability Act (HIPAA) which
is designed to protect the privacy and security of patient information. PHI can be disclosed for patient
care and other specific important purposes. Relating to traffic safety, PHI can be disclosed for essential
government functions and for research. However, it is still tightly regulated and limited data sets
(discussed below) are generally required to help de-identify the data. Additionally, the Health
Information Technology for Economic and Clinical Health Act (HITECH) was in enacted in 2009 to
encourage the use of health information technology, such as electronic records, while maintaining
privacy and security of patient records.27 Finally, there is the Federal Policy for the Protection of Human
Subjects, known as “Common Rule” and found in Health and Human Services (HHS) regulation 45 CFR
part 26. 28 For all participating departments and agencies, the Common Rule outlines the basic provisions
for Institutional Research Boards (IRBs), informed consent, and Assurances of Compliance. Human
subject research conducted or supported by each federal department/agency is governed by the
regulations of that department/agency. The head of that department/agency retains final judgment as
to whether a particular activity it conducts or supports is covered by the Common Rule. If an institution
seeks guidance on implementation of the Common Rule and other applicable federal regulations, the
institution should contact the department/agency conducting or supporting the research. 29

25

“A Brief Guide to the Texas Computerized Criminal History System (CCH)”. Texas Department of Public Safety,
2018. Available from : https://records.txdps.state.tx.us/DpsWebsite/CriminalHistory/AboutCch.aspx.

26

“State Data Programs”. National Highway Traffic Safety Administration, 2018. Available from:
https://www.nhtsa.gov/research-data/state-data-programs.

27

Dan Graff. “Issues with Traffic Records Confidentiality and Access”. Presentation at the 2018 Traffic Records
Forum, August 14, 2018.
28
“Federal Policy for the Protection of Human Subjects (“Common Rule”)”. Department of Health and Human
Services, 2018. Available from: https://www.hhs.gov/ohrp/regulations-and-policy/regulations/commonrule/index.html.
29

Ibid.
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Additionally, there are several Texas regulations that cover PHI. First is the Texas Medical Records
Privacy Act found in Health and Safety Code 181 which requires agencies handling PHI to follow HIPAA30
and prevents the re-identification of PHI without consent of the individual.31 Finally, Texas
Administrative Code 25 Part 1 outlines how health data should be handled and requires either data be
de-identified and the IRB to approve the use of record level data.32

Permissible Uses of Roadway Data
Roadway data does not contain any personal or otherwise sensitive information. As such, it is made
available on TxDOT’s website and can be accessed by anyone with no restriction on use. 33

Other Issues
Federal and state laws covers many of the instances related to sharing traffic records data, however,
there are some unique cases regarding data usage and security that should be considered.

Linked Data
TTI performed a literature review and found little information on guidelines of how to handle linked
data ownership. When providing data to a receiving agency, the providing agency should clarify
ownership of linked data in the data sharing agreement. For example, suppose Agency A provides
column A data to Agency B. Agency B combines column A data with their own column B data to form
statistically generated column C. Prior to sharing data, Agency A, the providing agency, should consider
if they want any control over column C. While Agency B did the work of generating column C, if columns
B and C were shared with a third party, that third party may be able to derive column A. Prior to sharing
data, the providing agency should consider the likelihood and risk of sharing data to another agency to
be linked and who owns statistically generated data.

Sharing with Third Parties
Most agencies TTI interviewed and researched do not allow for the sharing of data with a third party
unless it is explicitly stated in the data sharing agreement. As noted in TTI’s interview with Texas DMV,
it can be difficult to police the release of traffic records data to third parties. However, making sure the
data sharing agreement explicitly forbids the sharing of data to third parties without the data provider’s
approval is a good first step towards limiting the sharing of data without the original data provider’s

30

Medical Records Privacy, Texas Health and Safety Code Chapter 181.004 (Texas
Constitution and Statutes 2018). Available from:
https://statutes.capitol.texas.gov/Docs/HS/htm/HS.181.htm#181.004.

31

Medical Records Privacy, Texas Health and Safety Code Chapter 181.151 (Texas
Constitution and Statutes 2018). Available from:
https://statutes.capitol.texas.gov/Docs/HS/htm/HS.181.htm#181.151.

32

Confidentiality, Texas Administrative Code Rule §103.3 (Texas Secretary of State, 2018). Available from:
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=&p_tloc=&p_ploc
=&pg=1&p_tac=&ti=25&pt=1&ch=103&rl=3.

33

“Roadway Inventory.” Texas Department of Transportation, 2018. Available from:
https://www.txdot.gov/inside-txdot/division/transportation-planning/roadway-inventory.html.
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knowledge. This can help promote data security. The agencies interviewed by TTI stated that they may
end all future data sharing and even take legal action depending on the nature or degree of the violation
for a data recipient found to have shared data to a third party without permission.

Principle of Least Access
Restricting data users to only having access to the information they need to do their job is known as the
Principle of Least Access or Principle of Least Privilege.34 In the context of sharing traffic records data,
this often means only sharing data that is necessary for the data receiver to do their job or restricting
the number of users with whom the data is shared. This increases the security of the data by limiting
the number of people and agencies with access to it.

Personally Identifiable Information (PII) and Protected Health Information (PHI)
While it may be permissible to share Personally Identifiable Information (PII) and Protected Health
Information (PHI) data based on the laws outlined above, it is still good practice to not share those types
of data when it is not requested or needed by the receiving agency. This is in line with the Principle of
Least Access.
The National Institute of Standards and Technology, which is an agency within the US Department of
Commerce, defines PII as “any information about an individual maintained by an agency, including (1)
any information that can be used to distinguish or trace an individual‘s identity, such as name, social
security number, date and place of birth, mother‘s maiden name, or biometric records; and (2) any
other information that is linked or linkable to an individual, such as medical, educational, financial, and
employment information.”35‖
Examples of PII include, but are not limited to36:
-

Name: Full name, maiden name, mother’s maiden name, or alias
Personal Identification Number: Social Security number, passport number, driver’s license
number, taxpayer identification number, financial accounts, and credit card accounts
Address Information: Street address, email address
Personal Characteristics: Photographic image (especially of the face or other identifying
characteristic), fingerprints, handwriting, or other biometric data (retina scan, voice signature,
facial geometry, etc.)

34

Nate Lord. “What is the Principle of Least Privilege (POLP)? A Best Practice for Information Security and
Compliance. Digital Guardian, July 26, 2017. Available from: https://digitalguardian.com/blog/whatprinciple-least-privilege-polp-best-practice-information-security-and-compliance.

35

Erika McCallister, Tim Grace, and Karen Scarfone. “Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII).” National Institute of Standards and Technology Special Publication 800122, April 2010. Available from: https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800122.pdf/

36
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Similarly, the Texas Identify Theft Act found in chapter 521 of the Business and Commerce Code defines
PII and sensitive personal information as:
Sec. 521.002. DEFINITIONS. (a) In this chapter:
(1) "Personal identifying information" means information that alone or in conjunction with
other information identifies an individual, including an individual's:
(A) name, social security number, date of birth, or government-issued identification
number;
(B) mother's maiden name;
(C) unique biometric data, including the individual's fingerprint, voice print, and retina
or iris image;
(D) unique electronic identification number, address, or routing code; and
(E) telecommunication access device as defined by Section 32.51, Penal Code.
(2) "Sensitive personal information" means, subject to Subsection (b):
(A) an individual's first name or first initial and last name in combination with any one
or more of the following items, if the name and the items are not encrypted:
(i) social security number;
(ii) driver's license number or government-issued identification number; or
(iii) account number or credit or debit card number in combination with any
required security code, access code, or password that would permit access to
an individual's financial account; or
(B) information that identifies an individual and relates to:
(i) the physical or mental health or condition of the individual;
(ii) the provision of health care to the individual; or
(iii) payment for the provision of health care to the individual.37
Additionally, HIPAA defines PHI as38:
- Names
- Geographic subdivisions smaller than a state
- All elements of dates (except year) related to an individual (including admission and discharge
dates, birthdate, date of death, all ages over 89 years old, and elements of dates (including year)
that are indicative of age)
- Telephone, cellphone, and fax numbers
- Email addresses
- IP addresses
- Social Security numbers
- Medical record numbers
- Health plan beneficiary numbers
37

Unauthorized Use of Identifying Information, Texas Business and Commerce Code Chapter 521 (Texas
Constitution and Statutes 2018). Available from:
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.521.htm#A.

38

“De-identification of Protected Health Information: How to Anonymize PHI.” HIPAA Journal, Oct. 18, 2017.
Available from: https://www.hipaajournal.com/de-identification-protected-health-information/.
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-

Device identifiers and serial numbers
Certificate/license numbers
Account numbers
Vehicle identifiers and serial numbers including license plates
Website URLs
Full face photos and comparable images
Biometric identifiers (including finger and voice prints)
Any unique identifying numbers, characteristics or codes

While it may be permissible to share this information based on the laws covered above, if the requesting
agency does not need or ask for PII or PHI as part of their data request, it is best practice to not include
it. For example, if a research agency is requesting citation data to develop a heat map of citation
locations, driver’s license data is necessary for the project and therefore should not be shared. This
helps reduce the risk of people’s PII and PHI being released to unauthorized recipients.

Restricting User Access
Another approach to the Principle of Least Access is to restrict the number of people at the receiving
agency who have access to shared data. 39 Controlling who has access to the data is important to
maintain data security. The more people who have access to the data, the greater the potential for the
data to be compromised. Data can be compromised intentionally or accidently by those who have
access to it. For example, an individual could download a portion of the data and email it to a colleague
on an unsecure email. Additionally, the more people who have access, the more opportunities hackers
have to identify a weak password or steal a password.
Both the providing and receiving agency should work together to identify individuals who truly need
access to the data and limit access to just those people. The two most common and effective ways of
restricting access to the data is through encryption and password protection so only authenticated users
can access the data at the receiving agency. Both are effective.40 Additionally, access can be further
controlled if the data is physically stored in a separate location, such as on an external hard drive.
Another option to restrict access to only those individuals who need by the receiving agency is it is to
establish a “gatekeeper” who has access to all of the shared data and then is responsible for sharing
with another individual in their agency only the data they need for a task, instead of the entire data set.
The Utah Highway Safety Office restricts the number of users in their office that handle sensitive
information to two people while the New Mexico Emergency Medical Services Trauma Care Program
requires every user who accesses sensitive data to have a separate username and password. In Texas,
every user who accesses TxDOT’s CRIS system must sign a separate Confidentiality Agreement. These

39

Miguel Angel Mendoza. “The principle of Least Privilege: A Strategy of Limiting Access to Wht is Essential.” We
Live Security, July 2, 2018. Available from: https://www.welivesecurity.com/2018/07/02/principle-leastprivilege-strategy/.
40
Michelle Orolet, “3 ways to protect data and control access to it,” CSO from IDG. May 2016,
https://www.csoonline.com/article/3067715/security/3-ways-to-protect-data-and-control-access-toit.html.
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are all appropriate approaches to limiting the number of users which also reduces the risk of sensitive
data being accessed by unauthorized users.
These examples are juxtaposed to the other states and agencies interviewed that do not restrict the
number of users who access the data. In fact, the Ohio Bureau of Motor Vehicles and Colorado
Interactive allow their data to be shared by the receiving agency with 3rd parties without notifying the
providing agency as long as the data is being shared for an approved use stated in the data sharing
agreement. Depending on the data being shared, this more lax approach may be appropriate, but
agencies should apply the Principle of Least Access when sharing sensitive data and consider restricting
the number of users accessing their information.

Data Sharing Request and Agreement Templates
Data sharing request and agreement templates help standardize the process for receiving and approving
data requests. Standardizing the process can lead to time savings and fewer complications since the
same process for each request is followed.
Data sharing request and agreement templates serve as the foundation of a relationship between two
agencies sharing information and should cover all the relevant areas of data governance security.
Sharing traffic safety data offers many benefits such as time and cost savings, as well as improved data
analysis which contributes to an overall improvement in traffic safety problem identification and
management.41 However, sharing data between agencies is not without risks; there are risks to
personably identifiable information (PII) and protected health information (PHI) which are
considerations any agency’s data governance board should weigh when reviewing data sharing requests
and establishing data sharing agreements.
Reviewing a data sharing request template should be centered on assessing any risks to PII and PHI by
understanding what data is being requested, what purpose the data will be used for, and who will have
access to it. The data sharing agreement should establish clear security protocols to protect any PII and
PHI, including how the data is to be transferred, stored, and accessed; restricting access to the data; and
restricting publicly releasing the data. Establishing clear security protocols before the data is shared can
reduce misunderstandings and issues later.

How to Read this Section
This report is meant to be read as a guide to the development or modification of data sharing request
and agreement templates. This report covers major topic areas related to data governance security that
each agency should consider including in their data sharing request and agreement templates. Every
agency has different needs and will need to decide for themselves what information is necessary to
collect.

Principles
There is little-to-no guidance available online for how data sharing request templates should be
developed. However, there are numerous sources that discuss various topics that should be covered in
41

Jon Graber, “Texas Core Traffic Records Database Linkage Feasibility Study,” Texas A&M Transportation
Institute.
Sept. 2017.
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the data sharing agreement. This information was used to guide our recommendations for what
information should be collected in the data request document. None of the individuals TTI spoke to
could elaborate on how their data request/agreement document was developed and formatted; they
could only speak to what was included in them.
As a follow up to the interviews, TTI spoke with TTI’s Chief Information Security Officer Nick McLarty
who oversees both data requests initiated and received by TTI. He recommended agencies keep data
sharing request templates open to being completed by the receiving agency instead of the providing
agency restricting options. For example, some agencies interviewed required data be shared via a
secure file transfer protocol (SFTP). However, not all receiving agencies have the capability to receive
data via a SFTP and may prefer another method such as mailing an encrypted USB drive. Keeping the
data transfer field open-ended instead of requiring a specific means of transfer allows the receiving
agency to enter in what they are capable of and allows the providing agency to decide if that method is
acceptable. This flexibility can make sharing data much smoother. However, this puts more stress on
the providing agency to accommodate the various different capabilities of each receiving agency which
should also be considered.

Data Sharing Request Template
The following section covers information an agency’s data governance board should consider collecting
via the data sharing request template.

Requester Information
This section of the template should include general information about the receiving agency as well as
identify the specific point-of-contact person at the receiving agency making the data request. Below are
fields the providing agency should consider collecting:
-

-

Receiving Agency General Information
o Name
o Address
Receiving Agency Point-of-Contact Information
o Name
o Title
o Department
o Address
o Email
o Phone Number

Data Being Requested
This section should allow for the requesting agency to explain what data they need. It should be open
ended with an optional second section that allows the requesting agency to select specific data fields.
Giving the receiving agency the option to select specific data fields can allow the providing agency to
more quickly assess the risks associated with sharing the data. For example, if none of the fields
requested by the receiving agency contain PII or PHI, then the request will likely be easier and faster to
approve than one requesting fields containing PII. Below are fields the providing agency should consider
collecting:
19

-

Data Being Requested
o Description of data being requested
o Specific data fields being requested (Note: The data governance board should verify if
the data being requested includes PII or PHI)

Data Usage
After identifying what data is being requested, the providing agency should identify for what the data
will be used. Specific concerns include adhering to federal and state laws regarding data sharing; will
the data be made public, and if so, what data will be publicly disclosed and does it include PII or PHI; will
the data be shared with a third party, and if so, who is that party; and will the data be linked and are
there any concerns who will own any statistically generated data developed in part from the providing
agency’s data?
-

-

-

Description for what the data will be used such as data linkage, research, etc. (Note: The data
governance board should ensure that the proposed data usage is in line with any federal or
state laws that apply to the request.
Will the data be disclosed publicly?
o If yes, what data will be made public?
▪ Aggregate data only
▪ PII
▪ PHI
▪ Other
Will the data be shared with a third party?
o If yes, who is the third party and for what will they use the data?
Will the data be linked?
o Will statistically generated data be developed using the provided data?
▪ If yes, will the statistically generated data be made public or shared?
• If yes, what are the risks? Can the original data be derived from the
statistically generated data?

Data Security
Once it is clear what data is being requested and how it will be used, there are several issues related to
data security that need to be covered. The providing agency should identify how the receiving agency
intends/prefers to receive the data, store the data, and who will have access to the data. If feasible, it is
best to allow the receiving agency to specify preferences for data transfer, storage, and access. This
approach allows the providing agency to determine if the receiving agency’s preferences are
appropriate for the type of data they are requesting, and it prevents the circumstance of the providing
agency specifying the data transfer, storage, and access requirements that the receiving agency does
not possess. However, including guidelines in the data request document to help the receiving agency
understand the security requirements for PII and PHI data requests will help to clarify questions
beforehand. Below are fields the providing agency should consider collecting:
-

Preferred method of data transfer (Note: More secure methods, such as SFTP may be required
if data request includes PII or PHI.)
Preferred method of data storage at receiving agency (Note: Encryption, password protection,
and other security measures may be required if data request includes PII or PHI.)
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-

List of users at receiving agency who will have access to and use the data. (Note: If data request
includes PII or PHI, providing agency may want to limit the number of users who are approved
to access the data.)

Data Sharing Agreement Template
The providing agency’s data governance board should review the information received in the data
sharing request document, and if agreeable, complete the data sharing agreement template and return
to the receiving agency to review and agree to.

Agency Contact Information
This section should include the general and contact information for the providing agency and all
receiving agencies. Fields to include are:
-

Providing Agency General Information and Contact
Receiving Agency(s) General Information and Contact

Data Being Shared
This section should specify the data being shared, including specific fields, dates, redactions, etc.
-

Data being shared

Permissible Uses of Shared Data
This section should clearly state the permissible uses of the shared data that have been determined by
the providing agency’s data governance board. Sharing data can have many positive benefits, including
timesaving, increased accuracy, and improved traffic safety research. However, these benefits must be
balanced against federal and state laws and the protection of PII and PHI. Below are fields the providing
agency should consider collecting:
-

-

Description of what the data may be used for. (Note: Depending on the type of data being
shared and agency receiving the data, this may need to be very specific or broad to allow for
ongoing use)
Is it permissible to disclose the data publicly?
Is it permissible to share the data with a third party?
If the data is to be linked, does the providing agency claim any ownership for statistically
generated data?

Data Security Methods
This section will be driven by whether the data being shared includes PII and PHI. If PII or PHI is
included, then more secure methods will be needed to transfer, store, and access the data. Below are
fields the providing agency should consider collecting:
-

Method of data transfer
Method of data storage at the receiving agency
Method of data access at the receiving agency (Ex: password protected, encrypted, etc.)
Specific users at receiving agency allowed to access the data.

21

Other Issues
Finally, the data sharing agreement should specify an expiration data if applicable, the process to resolve
any issues or disputes, and any ramifications for violating the agreement.
-

Expiration date
Conflict resolution procedures
Consequences for violating the agreement

Works Consulted
TTI looked at both online articles on what should be included in a data sharing request/agreement
template as well as actual data sharing agreement templates from multiple organizations.

Articles Consulted
“Creating a Data-Sharing Agreement.” Human Resources Information Systems – Strengthening
Implementation Toolkit, June 2011. Available from: https://www.ihris.org/toolkit/tools/datasharing.html.

“Developing Data Sharing Agreements.” William T. Grant Foundation, 2018. Available from:
http://rpp.wtgrantfoundation.org/developing-data-sharing-agreements/answers#q1.
Paige Backlund Jarquin, MPH. “Data Sharing: Creating Agreements.” Colorado Clinical and Translational
Sciences Institute & Rocky Mountain Prevention Research Center, Feb. 2012. Available from:
http://www.ucdenver.edu/research/CCTSI/communityengagement/resources/Documents/DataSharingCreatingAgreements.pdf.

Data Sharing Agreement Examples Reviewed
-

Alameda County California Public Health Data Request Form
Arkansas Courts Request for Bulk Distribution of Court Information
Florida Department of Transportation Consultant Request Crash Data Form
Georgia Department of Transportation Request for Crash Data
Idaho Judicial Branch Data Request – Court Data
Indiana Office of Court Services Request for Release of Bulk Data/Compiled Information
Iowa Department of Transportation Data Request
Michigan Department of State Direct Access to Driving and Vehicle Records
Montana Department of Justice Driver and Vehicle Bulk Data Request
Nevada Citizen Crash Data Request Form
Nevada Office of Court Administration Compiled Court Data Request
New Mexico Statewide Traffic Records System Crash Data Request
New York Freedom of Information Law Request
North Carolina Department of Transportation Request for Crash Information
Pennsylvania Administrative Office of Courts Government Access Request Form
Washington DC Courts Data and Research Request Form
Washington State Administrative Office of the Courts Request for Information
Washington State Department of Transportation Request for Crash Data
Wisconsin Crash Data Request Form
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-

Wisconsin Vehicle/Driver Record Information Request

Guidelines on How Traffic Records Data Sharing Agreements are
Recorded and Stored
Data sharing agreement templates should be recorded on some sort of shared drive or in cloud storage
that is easily accessible by all parties who would need to reference it at the agency providing the traffic
records data to the receiving agency.
There are several parties at the providing agency who may need to reference the data sharing
agreement. These include the managers of the division providing the data who are most likely the ones
authorizing the sharing of the data, the employees of that division who carry out the task of sharing the
data, lawyers within the department who may need to review the data sharing agreement before it can
be approved, and finally auditors who will want to evaluate the data sharing agreement as part of an
audit process.
While there are many people who need access to the data sharing agreements, none of the information
in the agreement itself is sensitive, since the agreement doesn’t contain the actual data itself. As a
result, the agreements can be stored on a shared drive or in cloud storage that can be accessed by any
parties needing access to the agreement. A shared drive can be a network drive that can be accessed by
anyone in the agency. Additionally, many companies, including Microsoft, Apple, Google, Amazon, and
IBM offer cloud storage services.
Also, it is recommended that agencies maintain a log of all data sharing agreements made and store that
log on a shared drive or in cloud storage. The log would contain the agency receiving the data and a
point of contact at that agency, an expiration data (if applicable), a description of what data was shared,
and any special or unique terms of the agreement.
The principles of easy access were reflected by many of the agencies interviewed. The Utah Department
of Public Safety stores citation data sharing agreements on an internal network drive that can be
accessed by anyone, the Utah Highway Safety Office uses Google Shared Drive to store crash data
sharing agreements, and the Ohio Bureau of Motor Vehicles uses SharePoint.
At the New Mexico Emergency Medical Services Trauma Care Program, data sharing agreements are
only saved and stored by the manager who created the agreement. They stated they are transitioning
to storing agreements on some stored of shared drive, thought the exact details and timeline have yet
to be determined. Only having one person store a copy of the agreement is highly problematic. If that
person leaves, it may not be clear with what other entities and under what terms they have shared data.
There may be disputes with the receiving agency that are difficult to resolve since only one person at the
receiving agency has access to the sharing agreement. Consequently, it is good practice to make sure at
least two or more people at the receiving agency are aware and have access to any data sharing
agreements.
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Interview Summary of the Texas TRCC and Traffic Record Subject Matter
Experts Outside of Texas
Texas A&M Transportation Institute (TTI) researchers conducted interviews with Texas Traffic Records
Coordinating Committee (TRCC) members to assess their data governance needs. This was followed by
interviews with traffic record subject matter experts from around the country to understand their
current data governance processes and identify best practices that could be adopted by Texas TRCC
member agencies.
TTI found that the data sharing policies and procedures of Texas TRCC member agencies varied from
agency to agency, as such their data governance needs varied as well. The following is a breakdown of
the TRCC principal agencies42 data sharing policies and procedures, and requests for TTI assistance:
• The Department of State Health Services (DSHS) does not have a data sharing agreement
template nor a standardized way of storing the agreements and requested TTI to investigate
both issues.
• The Texas Department of Transportation (TxDOT) does have a data sharing agreement template
but requested TTI to look at what other states include in their templates as well as identify best
practices for storing the data sharing agreements.
• The Department of Public Safety (TxDPS) does not share aggregated citation data unless it is for
a project for TxDPS. However, TxDPS does not have any data governance policies that cover
those circumstances.
• The Texas Department of Motor Vehicles (TxDMV) has a clear process for sharing data, but has
issues with data recipients’ unauthorized sharing of TxDMV data to third parties.
• Roadway records in Texas do not include any personably identifiable data and are made
available online to anyone, eliminating any data governance needs.
TTI contacted 7 number of traffic record agency stakeholders. TTI found that data governance policies of
agencies in other states varied widely – in many ways mirroring the variance in data sharing policies and
procedures in Texas. About half of the agencies TTI spoke to had data sharing agreement templates
while the other half developed a new agreement tailored to the needs of the data recipient. Of the
agencies with data sharing agreement templates in place, only half specified the method they would
transfer the data -- secure file transfer protocol (SFTP) being the most common method. Only a handful
specified requirements for how the data recipient agency should store or use the data, and none of the
agencies had a set of procedures to review their data governance policies on a periodic basis.

Development of the Questionnaire
The questionnaire was developed with several objectives in mind. First, TTI wanted to assess each TRCC
principal agency’s current data governance policies and procedures related to data sharing, including
how data is transferred, what the agency allows the data to be used for, and how the agency tracks who
is using its data. This process also included obtaining any documents currently in use, such as data
sharing agreement templates.
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TTI was unable to schedule an interview with TxDPS Driver Division.
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Second, TTI wanted to identify each TRCC principal agency’s data governance needs. TTI sought to
identify the types of organizations and customers each TRCC agency shared its data with and discussed
what each agency assessed its individual data sharing needs as. TTI was able to interview every TRCC
agency except the TxDPS Driver Records Division due to being unable to schedule an interview with
them.
Third, TTI wanted to use the same questionnaire to interview subject matter experts from other states
regarding their data governance policies and procedures and how they were developed. This would
allow TTI to identify best practices that could be incorporated by the TRCC principal agencies.
The questionnaire is attached in Appendix A.

Selection of Interviewees
TTI used members of the Texas TRCC as the initial point of contact to understand each agency’s needs
on the TRCC. Nearly all of the TRCC members identified additional personnel from their agencies for
inclusion in the agency interviews.
Additionally, subject matter experts in other states were contacted to better understand traffic records
data governance in other states and to find solutions that could be applied to Texas. TTI used three
ways to identify these subject matter experts. First, these individuals were identified during the course
of the background research phase of the project. Second, TTI researched TRCC membership in other
states to find the correct people to contact. Finally, TTI would initiate a traffic records data request to
identify a contact to interview and to better understand that agency’s data sharing policies and
procedures. In total, TTI interviewed seven different agencies.

Interviews of Texas TRCC Members and Agencies
Citation Records
Marisa Furman: Program Supervisor – Texas Department of Public Safety (TxDPS)
Texas is an open records state when it comes to citation data. TxDPS allows open records to be
requested by the public through its website
(https://records.txdps.state.tx.us/DpsWebsite/CriminalHistory/). Additionally, aggregate citation data
broken down by race and TxDPS district are available online
(https://www.dps.texas.gov/director_staff/public_information/reports.htm).
TxDPS only stores data from its troopers but all citation data collected by the agency is accessible to the
courts with no need for an agreement to be signed. The process is done through the court vendors that
request an XML file to be uploaded into their systems. The vendor submits a request thought the
website, and it receives access to citation data pertinent to their county as well.
According to the interview, TxDPS does not link data nor does it directly share data with other Texas
agencies. However, TTI has been able to obtain citation data for projects providing technical assistance
to the Highway Safety Operations Center (HSOC).

25

Thomas Sullivan: Project Manager – Texas Office of Court Administration (OCA)
(Note: This interview was conducted before the decision to end OCA’s pursuit of an eCitation database.
The notes from the interview are still being included in the event the project restarts in the future).
The program manager for the e-citation system anticipates that OCA will be receiving data from multiple
sources. They would like a standardized sharing agreement for all of these entities. A set of data sharing
procedures would be necessary to be developed to provide access to the ad hoc user, who are typically
court personnel and law enforcement. The manager says that ideally this agreement needs to be done
at the agency level and not at the user level due to the high demand for court records. OCA’s concern is
the unviability of managing data sharing agreements down to the user level.
The program manager proposes that each local agency would be assigned a super-user login to receive
OCA’s data. OCA would pass down the rights for the people at each receiving agency to have access to
the system, but the local agency would also be responsible for revoking rights of a user, in case someone
leaves the agency or no longer should have access to such data, for example. All of these procedures
should be outlined in the data sharing agreement.
He also added that for the consumers of the data, in an ideal scenario, OCA would like to have a
standard data sharing agreement to be used for all of the various agencies or agency type.
One point of interest for OCA is understanding how other states deal with expunged data. If OCA
receives a record and that record is expunged at the local level, in theory, OCA needs to have the
updated record. However, if OCA sends a bulk data extract to other agencies, how would they be
notified that a record has been expunged? A significant problem in the State is that out of the top 25
municipalities, there is not a consistent expungement process followed at the local level. Even law
enforcement at times is not informed to expunge from their databases certain individual’s records. The
program manager is currently working on the legal aspect of this data-sharing instance.

Crash Records
Jim Hollis: Crash Data and Analysis Section Supervisor – TxDOT
Lesley Trevino: CRIS Operations Supervisor - TxDOT
Mr. Hollis was recently hired into his position as supervisor of the Crash Data and Analysis section and
was still getting up to speed regarding the current crash records and data sharing processes and
procedures. He asked TTI to look into all the areas as he anticipates he will be evaluating the data
sharing governance policies and procedures in the near future.
Kelly Pierce previously led the Crash Data and Analysis Section and she stated during the proposal
process that she had a particular need to understand what information needs to be included in the data
sharing agreement template and how the templates should be stored and recorded. TTI will be sure to
cover those areas specifically.
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TxDOT currently uses the Crash Records Information System (CRIS) Information Resources Security
Compliance and Confidentially Agreement Form which is attached in Appendix B.

Injury Surveillance Records
Dr. Dan Dao: Injury Epidemiology & Surveillance Branch Manager – DSHS
Currently, there is not a data sharing template used by the DSHS. Instead, DSHS establishes Data Use
Agreements (DUA) case-by-case. This process involves DSHS lawyers who review the agreements to
ensure all provisions in the DUA are legal. DUAs for public use data files are stored together while all
other DUAs are stored separately. This method relies on institutional knowledge of the personnel
storing the DUAs and can become problematic if someone leaves the agency. Additionally, DSHS uses
the Institutional Review Board (IRB) protocol to help provide data governance review and oversight,
though Dr. Dao stated a standing review board would reduce program-to-program discrepancies as well
as ensure the Health Insurance and Portability and Accountability Act (HIPAA) and Texas Administrative
Codes (TAC) are followed.
Dr. Dao stated a DUA template would be beneficial if it met the following criteria:
• Contained default information, including purpose of data request, who will use, storage
information, security information, Collaborative Institutional Training Initiative (CITI)
certification, and other pertinent fields
• Recorded and stored so DSHS staff and Contract Management Unit could access DUAs, such as
on a stored drive
• Done using a Unit Chain of Approval from Individual Staff to Management then Contract
Management
• All DUAs met HIPAA and TACs regulations
o Specifically, TACs 25 Part 1 Chapter 103 103.3
• Included appropriate IRB application and approval

Roadway Records
David Freidenfeld, Roadway Records Branch Supervisor – TxDOT
Roadway records do not include any personably identifiable information and are made available to
download on TxDOT’s website. Consequently, there is little need for data governance polices regarding
data sharing. However, Mr. Freidenfeld did say he was interested in TTI looking into how data
governance oversight is conducted as it is related to ongoing discussions regarding Geographic
Information System (GIS) data governance he is currently engaged in.

Vehicle Records
Jeremiah Kuntz: Director Vehicle Titles and Registration Division - TXDMV
Tim Thompson: Deputy Director Vehicle Titles and Registration Division – TxDMV
TxDMV primarily shares vehicle data with the TxDPS, which uses vehicle and title data for checking for
stolen vehicles and in unique criminal cases. Additionally, law enforcement agencies have access and
use TxDMV data through the Texas Law Enforcement Telecommunications System (TLETS) system to
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check on vehicle ownership during traffic stops and as part of investigations. Vehicle information is also
shared with the TxDOT. TxDOT has developed a linkage through TLETS that allows law enforcement
officers to look up driver license and vehicle information and auto-populate that information in to the
CR-3 crash report form when using TxDOT’s Crash Reporting and Analysis for Safer Highways (CRASH)
website.
TxDMV is usually not a consumer of information, but a provider. However, they do receive driver’s
license data from TxDPS.
Jeremiah Kuntz, the Director of the Vehicle Titles & Registration division, says that TxDMV data is more
up-to-date because people are required to renew registration every year. He adds that the only
information that is shareable is a person’s address.
TxDMV shares data regularly with consumers during their weekly update. The consumer subscribes to
TxDMV’s data and gets a weekly file that can be maintained in their database. Some examples of clients
are toll roads authorities, TxDPS, and private insurance companies. The data requesters gain contractor
access to vehicle and title registration data once they go through the approval process with the TxDMV.
Beyond that, TxDMV shares data with individual users through the TxDMV computer system called the
Motor Vehicle Inquire (MVInet). An individual can get vehicle data by running an individual VIN or
license plate. These individuals’ users are subscribers to this data.
Mr. Kuntz says that the data sharing process starts with the requesting entity filling out the Request for
Texas Motor Vehicle Information (Form VTR-275 – Attachment C) which is reviewed by the vehicle data
management section of the TxDMV to determine if the requester has a legitimate purpose for the use of
the data. Once approved, TxDMV executes an e-contract with the requester which is sent to the TxDMV
Executive Director for final review and approval.
Once the data request is approved, TxDMV IT creates a username and password for the requester to
access the data via SFTP. The requester will initially receive a copy of the master file followed by weekly
updates. The price of a master file is a one-time fee around $20,000, and each weekly update has an
additional fee. A government agency gets the weekly fee waived.
The most prominent challenge that TxDMV encounters is the misuse of data once the data has been
shared. Data recipients have created a secondary market with the data that was acquired from the
TxDMV. One example of data misuse occurs when a third vendor buys the data from the vendor who
directly requested the data from the TxDMV, and uses the data for non-permitted purposes. Every
TxDMV data recipient receives the same master file and therefore the same data, making it difficult to
determine which vendors are giving unauthorized access of TxDMV data to third parties. Additionally,
there is no expiration date to contracts with the TxDMV, which makes it difficult to ask a purchaser to
delete the data they have purchased because they technically still have the rights to the data.
Prosecution for data misuse in Texas is nearly impossible. TxDMV has no way of knowing that the data
has been misused because the agency lacks auditing resources. Texas also does not seem to have a
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clause that states that data requesters have to enter MOUs with third parties if they decide to share
data acquired from the TxDMV.

Interviews of Subject Matter Experts from Other States
Citation Records
Lauralee Blue: Records Supervisor – Utah Department of Public Safety Bureau of Criminal Identification
The Utah Department of Public Safety (DPS) stores two types of citation data in its central repository
based on the severity of the charges. All citation data from a crime that resulted in an arrest is stored in
one database with all arrest and charge information added to the criminal record database with relevant
information being shared with the Criminal Justices Information Services (CJIS). Class C misdemeanors
that do not result in an arrest (such as traffic violations) are stored for reference in a separate database.
It is important to note that criminal history and citation data are protected in the state of Utah.
Utah’s Public Safety Code 53-10-108 states the following as permissible uses of data:
“(2) Dissemination of information from a criminal history record or warrant of arrest
information from division files is limited to:
(a) criminal justice agencies for purposes of administration of criminal justice and for
employment screening by criminal justice agencies;
(b)noncriminal justice agencies or individuals for any purpose authorized by statute, executive
order, court rule, court order, or local ordinance;
(c )agencies or individuals for the purpose of obtaining required clearances connected with
foreign travel or obtaining citizenship;
(d)(i) agencies or individuals pursuant to a specific agreement with a criminal justice agency to
provide services required for the administration of criminal justice; and
(ii) the agreement shall specifically authorize access to data, limit the use of the data to
purposes for which given, and ensure the security and confidentiality of the data;
(e )agencies or individuals for the purpose of a preplacement adoptive study, in accordance with
the requirements of Sections 78B-6-128 and 78B-6-130;
(f)(i) agencies and individuals as the commissioner authorizes for the express purpose of
research, evaluative, or statistical activities pursuant to an agreement with a criminal justice
agency; and (ii) private security agencies through guidelines established by the commissioner for
employment background checks for their own employees and prospective employees;
(g) a qualifying entity for employment background checks for their own employees and persons
who have applied for employment with the qualifying entity; and
(h) other agencies and individuals as the commissioner authorizes and finds necessary for
protection of life and property and for offender identification, apprehension, and prosecution
pursuant to an agreement.”43
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Criminal Investigations and Technical Services Act https://le.utah.gov/xcode/Title53/Chapter10/53-10S108.html?v=C53-10-S108_2015051220150701
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For example, research institutions are allowed to request citation data. The research institution would
need to go through MOU process to gain access to the data. This would require the research institute to
contact the Bureau Criminal Investigation (BCI) to request citation data; BCI would then create the MOU
and pass it to its legal counsel at the Utah DPS. Then, the legal counsel would forward the MOU to the
commissioner of Public Safety for final approval. If the commissioner approves it, the document is sent
back to BCI for full execution.
Currently, Utah does not have an MOU template for all data sharing requests although the state uses
common language that is always included in every MOU. The MOUs are created based on an agency
being a criminal justice entity or not. An example of a blank MOU can be found in Appendix D.
All the MOUs are stored in-house at the auditing and training section of Utah’s DPS. Anyone can make a
Governmental Records Access and Management Act (GRAMA) request to get a copy of the MOUs. The
auditing section also oversees the MOUs. The MOUs usually don’t have an expiration date. Third party
citation data sharing is only allowed if it explicitly stated in the original MOU with Utah DPS.
An out-of-state criminal justice agency needs to submit a GRAMA request,44 to acquire citation
information from Utah’s DPS. In-state criminal justice agencies do not need to send a GRAMA to request
bulk data; an in-state criminal justice entity has automatic access to the CIJS data and citation data
without a need for an MOU. A yearly security agreement is developed for criminal justice agencies to
have access to local and national databases. An agency user agreement is also signed by each law
enforcement agency to gain access to the CJIS file. Utah DPS expects that all agents from all criminal
justice agencies receiving data from Utah DPS receive the necessary training to avoid data misuse and
provide a protocol in case of a data breach.
According to the Utah code (12) (a):
“It is a class B misdemeanor for a person to knowingly or intentionally access, use, disclose, or
disseminate a record created, maintained, or to which access is granted by the division or any
information contained in a record created, maintained, or to which access is granted by the
division for a purpose prohibited or not permitted by statute, rule, regulation, or policy of a
governmental entity. (b)A person who discovers or becomes aware of any unauthorized use of
records created or maintained, or to which access is granted by the division shall inform the
commissioner and the director of the Utah Bureau of Criminal Identification of the unauthorized
use.”45
In such instances of violation, the criminal agency is responsible for training and auditing all users in the
CIJS system. If there is misuse, this person is responsible for reporting the incident to BCI and the
commissioner of public safety. They are also required to notify BCI what disciplinary action was taken.
When the BCI gets the information, they will dictate if the case needs to be turned into the FBI for
further investigation. This process is valid for noncriminal justice agencies and criminal justice agencies.
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Most likely, the agency that received the citation data entity will no longer have access to the data. In
some instances, only after the FBI investigation is closed, BCI goes over re-establishing security protocols
with an entity that has previously misused data.
Citation data is linked with crash data in Utah. This linked data is housed within the Utah DPS but not
under the BCI. If an entity would like to have access to the linked data, it would have to enter in a joint
MOU with BCI and as well as the Utah Highway Patrol. Utah’s citation data is also linked to court data
but this data is not held by the state’s DPS.
Stephanie Happold: Data Dissemination Administrator – Washington State Administrative Office of the
Courts
The Data Dissemination Administrator in Washington State is responsible for overseeing the court
records data sharing procedures and drafts the data agreements for those interested in obtaining
judicial information. The Judicial Information System (JIS) contains court data submitted by the case
management systems that the Administrative Office of the Courts (AOC) maintains for the Washington
State’s courts. Together with the contracts manager, they make up the legal team responsible for
analyzing the data sharing requests that the AOC receives.
The state has a set of rules that deal with the distribution of court records that are not publicly
accessible. Below is the list of purposes an entity needs to have to be eligible to request court records as
well as a description of the responsibilities a data requester needs to uphold when requesting data
records:
“A public purpose agency may request court records not publicly accessible for scholarly,
governmental, identification of specific individuals is ancillary to the purpose of the inquiry. In
order to grant such requests, the court or the Administrator for the Courts must … assure that
prior to the release of court records under section (f) (1), the requester has executed a
dissemination contract that includes terms and conditions which: (i) require the requester to
specify provisions for the secure protection of any data that is confidential; (ii) prohibit the
disclosure of data in any form which identifies an individual; (iii) prohibit the copying,
duplication, or dissemination of information or data provided other than for the stated purpose;
and (iv) maintain a log of any distribution of court records which will be open and available for
audit by the court or the Administrator of the Courts. Any audit should verify that the court
records are being appropriately used and in a manner consistent with this rule.”46
The procedure for accessing court data by other courts is done by a different set of procedures.
“Each year, all court staff, county clerk staff, and anyone receiving access from a court or a
county clerk's office, including prosecutors and public defenders with access to the Judicial
Access Browser System (JABS), will sign a confidentiality agreement by January 31. The courts
and the county clerks' offices will then submit a Statement of Compliance to the AOC by March
31 confirming that their staff and any other users receiving access from their office have
executed the agreements. This requirement does not apply to subscribers to portals (i.e.
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Odyssey Portal or comparable systems) which furnish access to court data, provided that the
subscription or user agreement for such systems includes conditions establishing confidentiality
and limitations on the dissemination of court data obtained through such systems.”47
It is important to note that Washington State does not have a unified court system, so each local
jurisdiction maintains its documents and case files and sometimes their own case management system.
When asked about AOC’s responsibility to obtain updated information about expunged records, the
data dissemination administrator explained that according to current Washington law, court records
should not be destroyed and “criminal action against an adult that results in a conviction or some
adverse findings cannot be expunged. The only criminal cases that can be ‘expunged’ are juvenile
cases.”
An example of the MOU used for non-court users accessing court data can be found in Appendix E.

Crash Records
Ashley Carrubba: Traffic Records Program Manager – Utah Highway Safety Office
Utah Highway Safety Office (HSO) does not share their data often. Instead, they are a recipient of
shared data, which they link to crash data. The Utah HSO does fulfil data requests from the public.
However, these requests are for information that does not contain any personably identifiable
information so they do not require a data sharing agreement. However, what data was requested by
the public and what was provided is recorded and tracked.
HSO currently receives data from the Utah Department of Health (DOH) which they link to crash data.
This includes toxicology reports, death certificates, and Medical Examiner reports. The data sharing
agreements they sign with DOH are stored on a Google shared drive and are renewed annually.
HSO receives toxicology reports via automated email system with a secure login while toxicology reports
related to fatalities are picked up in-person by a HSO employee going to the Medical Examiner’s Office,
scanned into HSO’s records, and then shredded. Death certificates are sent via a secure email. The data
HSO receives from DOH is linked with crash data and stored on an external hard drive that can only be
accessed by the Traffic Records Program Manager and the Fatal Accident Records System (FARS)
Analyst.
HSO is currently transferring control of their crash records database to the University of Utah. The
University of Utah and the HSO are still deciding how crash data requests will be handled in the future
and what their data governance policies will be moving forward.

Driver Records
Jessica Ellison: CSR II Service Desk Manager – Colorado Interactive
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Colorado’s Department of Revenue (DOR) contracts its driver records bulk data sharing procedures to a
third party called Colorado Interactive (CI), launched in the state in 2005. CI is responsible for managing
the distribution of the Colorado DMV bulk data sharing requests. The company provides all the
documentation necessary for the requester, passes the information to the Colorado DOR for approval,
and distributes the data accordingly once the DOR approves the agreements. The Colorado DOR hosts
the Colorado DMV data, prosecutes parties who commit data fraud, and provides data access to CI, for
filtering, querying, and distribution.
The process starts with a requester filling out the necessary paperwork and submitting it to CI. A
requesting agency usually fills out a DR2523 Form (Appendix F). This form contains information about
permissible use disclosure, which includes the appropriate uses of data. The data requester also has to
sign access to records agreements, security and confidentiality agreements, and the Colorado
Interactive Registration Agreement, and pay an annually renewable fee to gain access to e-government
services. Governmental agencies have an extra set of paperwork because fees are waived in such cases.
Once all of these documents are filled out and collected by CI, they are sent to the Colorado DOR. The
Colorado DOR reviews them and can either send the documents back to CI for further review or approve
them. If the data request is approved, the agreement papers go back to CI. Then CI asks the requesting
entity to create their SFTP server. It is the responsibility of the requesting party to upload their sharing
key into Colorado interactive’s SFTP server, so only then will CI has access to their server and the
requester has access to the data. For this process to occur, CI forwards the requester a Motor Vehicle
Records (MVR) Setup form (Attachments G and H).
A notable practice for the state of Colorado is that CI does not require the requesting agency to destroy
the records they have received after the agreement has expired. Although CI maintains a customer
database with active accounts to be reviewed annually and ensures that agreements are renewed
promptly.
Another interesting note about Colorado’s DMV data sharing procedures is that typically the acquiring
party does not need a new MOU to share the data with a third party as long as the data is used under
one of the appropriate information uses.

Injury Surveillance Records
Liana Lujan: Trauma Manager – New Mexico Emergency Medical Services Trauma Care Program
The New Mexico Emergency Medical Services Trauma Care Program (EMS TCP) has a data sharing
agreement template that is customizable depending on if birth, death, or trauma registry data is being
requested. The agreements do not contain an expiration date, however, the data recipient must clearly
state their intended purpose for the data in the data sharing agreement, give credit to the New Mexico
EMS TCP in any reports or publications using their data, and all shared data must be destroyed once the
data recipient has completed using the data.
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Currently, all data sharing agreements are stored by the individual who initiated the agreement at EMS
TCP. EMS TCP recognizes this as a weakness and would like to move to a more formalized system where
the agreements are stored on some sort of shared drive that is HIPPA compliant.
EMS TCP has several different ways of transmitting data to recipients. If the data includes any personal
health information, EMS TCP hand delivers or mails an encrypted and password-protected CD or USB
thumb drive. If the shared data does not include any personal health information, EMS TCP will email
the data to the recipient. EMS TCP is currently working on setting up a secure FTP site.
EMS TCP does have an IRB, but they usually rely on the recipient’s IRB for review. The recipient is
required to have separate passwords for any users using the shared data, but they do not require the
recipient to have different levels of access for different users. Also, the shared data cannot be shared
with any third parties; third parties must seek the data directly from EMS TCP. Finally, they do not have
a data governance review board; any data governance issues are handled by an epidemiologist on staff.

Vehicle Records
Noah Jackson: Attorney – Indiana Bureau of Motor Vehicles
The Indiana Bureau of Motor Vehicles (BMV) Staff Attorney Noah Jackson mentioned that typically data
sharing documents, for the vehicle and title registration division, are transmitted through the state’s
electronic contracting system. The process in which data sharing agreements can be created in Indiana
occurs in two forms. One is the data sharing contract established between BMV and some outside
entity; the other is a memorandum of understanding created as an agreement between two Indiana
state agencies.
The contract/MOU states precisely what data will be shared and how frequently the receiving party will
be provided with data sets. The Indiana BMV’s data sharing agreements content varies according to the
needs of the recipient. The contract/ MOU is based on recipient’s need and limited by applicable State
and federal law including the Indiana Access to Public Records Act, FOIA, and DPPA.
The personnel from the BMV’s Contracts and Procurement Department are responsible for drafting and
amending all data sharing agreements. They are also responsible for tracking and ensuring that the
agreements are renewed, typically by notifying the affected line of business within four to six months
before expiration. The contract/MOU is then reviewed by the legal team to be then sent to the IT
department, which handles the compliance with agreements since most of the requests are fulfilled
through an automated query into the particular data set.
Once all parties have approved the contract/MOU, the requested data is transmitted in an automated
process in which the data is loaded to a SFTP, and the acquiring agency can securely log in and
downloaded the information that was uploaded by BMV. Data can also be pushed directly to the
acquiring agency as long as the acquiring agency can ensure that the data will be secure as it is
transmitted and once it is received directly.
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Jeff Payne: Assistant Chief – Ohio Bureau of Motor Vehicles Records Section
The records account section of the Ohio BMV handles the transfer of bulk driver data. This division
receives requests for account creation of bulk records (either data files or submit identifier fast retrieval
data) or prepaid accounts (lower volume documents). The Ohio BMV records and maintains all MOUs.
The process starts with the requesting entity filling out a series of documents, including:
• An MOU/Agreement form, which lists all the responsibilities of the user and expectations from
the sender (Appendix I),
• An 1173 form, which is the actual request form for bulk data (Appendix J), and
• A 3343-company or 3342-government form, which are identification forms, and
• If needed, a FTP file creation request is added as part of this documentation.
Once these forms have been filled by the requester and then sent to the BMV, their records unit reviews
them to make sure all paperwork has been provided and is complete. The documents are then
forwarded to the Ohio DPS Legal office for review and approval. If anything additional is required or the
request is denied the file is returned to the records unit for follow up with the requester. Once the legal
department approves the documents, they are sent to the Ohio Registrar’s office for review and
approval. If anything additional is required or the request is denied, the file is returned to the records
unit for follow up with the requester.
Once the MOU/Agreement has been fully executed (signed by the representative of the department),
the file is forwarded to the records unit for the creation of an account. The account/access is created,
and access information is provided according to the type of records that will be received. The requesting
agency has access to a file on an SFTP server. Their data file is generated once a month. Once that
month expires, they will have access to a new folder. The receiving agency does not have direct access
to a database.
The Registrar of Motor Vehicles stores MOUs/Agreements in SharePoint, allowing the records unit to
have access to these documents. The BMV record account department then queries and obtains a
spreadsheet with information on all executed MOUs/agreements. Usually, about three months before
expiration of an MOU/Agreement (2 years from execution date), the data requester that entered in an
agreement to receive records receives a notice to renew by the records unit staff.
BMV data is regulated under the DPPA, and all entities receiving the data must provide the permissible
uses of data under this act. State laws mirror the federal law. There are 16 permissible uses of data
under the DPPA. BMV terminates any sharing agreements with entities found using the data for nonpermissible uses and keeps a record of those entities to prevent any future data sharing agreements
being made with them.
Once a requester acquires the data, the Ohio BMV has no control over it. The data requester is allowed
to share that same data with other agencies, but only after generating an MOU with that third party.
Also, this third party must agree to use the data for the same permissible uses that the first acquiring
agency has agreed to.
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There are several notable practices. During the data requesting process, Ohio’s BMV IT department does
not directly require the receiving entity to have a certain level of security. However, it does ask for
whoever is receiving the data to provide their security features so the legal department can decide if it
okay to share the data with that requesting agency.
BMV has rights to audit information that is sent to acquiring agencies (item # 12 IN THE MOU). The
requesting agency has ten calendar days to provide the necessary information (item # 13 in the MOU).
BMV is not responsible for errors in records (item 14 in their MOU) and the agreement can be canceled
before expiration date by giving 30 days written the notice (item # 18 in the MOU).
Ohio offers an option for the data requester to obtain fast response records that reflect “up to date”
records. The requester would have to create an Identifier account and file the appropriate paperwork.

Interview Appendix
The details of the attachments are:
-

Appendix A: Interview Guide – Texas Stakeholders and SMEs from other States
Appendix B: TxDOT Information Resources Security Compliance and Confidentiality Agreement
Form
Appendix C: TxDOT Request for Motor Vehicle Information (VTR-275)
Appendix D: MOU Between the Utah Bureau of Criminal Identification and The XXX for Sharing
of Records
Appendix E: Washington State Confidentiality Agreement for Access to the Judicial Information
System (JIS) Applications
Appendix F – Colorado Bulk Records and/or Crash Data Search/Transfer Application
Appendix G – Colorado Motor Vehicle Records Set Up – Information Needed
Appendix H – Colorado Motor Vehicle Records
Appendix I – Ohio Department of Public Safety Bureau of Motor Vehicles Agreement for the
Provision and Use of Information
Appendix J – Ohio BMV Record Request
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APPENDIX A:

Interview Guide – Texas Stakeholders and SMEs from other States

Interview Guide – Texas Stakeholders and SMEs from other States
Goals – Texas Stakeholders:
1. Identify current practices
2. Identify specific needs for each of the documents to be produced below.
Goals – SMEs
1. Gain knowledge and documents of current data governance practices and procedures, including
how the documents and procedures were developed, to inform the development of data
governance protocols for Texas agencies.
Documents to be Produced
1. Data sharing agreement templates – This document(s) will allow Texas agencies to:
o Handle data requests (identify who is requesting the data, what specific variables do
they need, why do they need the data, and is IRB needed)
o Inform acquiring agencies what data is being provided to them, what the data can be
used for, how the data is to be stored, who in the acquiring agency can access the data,
and who the data can be shared with outside the acquiring agency. This will be
developed from the bullets below.
Questions:
-

-

Do they currently have a data sharing agreement template? If not, do they make
customized agreements for each time they share the data or something else?
Do they want a data sharing agreement template? What would need to be included in the
template? (Much of this will come from the questions below)
Does the providing/originating agency’s data sharing agreement form prescribe specific
requirements or is it open ended for the receiving agency to describe how they store data,
grant access to the data, will use the data, etc.
Does the agreement include an expiration date?

2. Guidelines on how data sharing agreements are recorded and stored
o Determine how data sharing agreements should be stored so that they can be easily
accessed and referenced in case there are any questions related to the data sharing
agreement by any of the parties involved.
Questions:
-

How are data sharing agreements currently stored (if at all)?
What would the requirements need to be for them for storing sharing agreements?
o How many people would have the record (need at least a primary person and a
back-up)? Who should those people be?
o Should the records be stored electronically and/or on paper?
o Should electronic records be stored on the individual’s computers or on a shared
drive?

o
o
o

How often and by whom will the data sharing agreement need to be viewed. Do
auditors, legal, etc. need access to the agreements?
Are there any restrictions on who can view the data sharing agreements?
Are there external requirements, such as HIPPA or FERPA, that govern how
agreements should be stored?

3. Guidelines on how data is transferred by the providing agency, and stored and accessed by the
receiving agency
o Determine how the data is to be transferred by the providing agency to the receiving
agency, and how the receiving agency should store and control access to the data.
Questions:
-

How does the agency currently transfer data?
Can data be transferred by email or does it need to be transferred via a more secure
method?
Does the agency currently control how the receiving agency stores and accesses the data
once it has been transferred?
How does the acquiring agency need to store the data? Does it need to be encrypted or
password protected? How many people’s computers should have the data?
Who will have access to the shared data at the acquiring agency?
Can the data be shared with any other agencies? How should the providing agency be
informed?
Does the providing agency have an IRB that must review all data requests?
Does the providing agency require the receiving agency to have their own IRB review the
data usage?

4. Guidelines on security level for data access
o Develop guidelines for levels of data access
Questions:
-

-

Does the agency currently assign different levels of access? (Many differentiate between
public and government entities. Identify if there are other distinctions made).
Does the shared data need to have different levels of access based on what data fields are
being used? For example, can non-personally identifiable information be shared with
anyone while personally identifiable information is restricted to certain people based on job
type, research need, etc.?
Does the agency have clear distinctions on which data fields can be shared with which
agencies/organizations/people? For example, some data fields can only be shared with
other government entities?

5. Procedures on shared traffic records data usage
o Develop procedures on data usage
Questions:

-

-

How do TRCC member organizations currently determine and control what their data is
used for?
Do they have an interest in controlling what the data is used for? If so, what
interests/concerns do they have?
How is linked data handled?
o Who owns and is responsible for the linked data? Is the agency that linked the data
responsible or is it all the agencies whose data is included in the linked data?
o How do agencies handle requests for sharing linked data? Do they have an
agreement template that multiple providing agencies can sign or do they handle it
on a case-by-case basis?
o How are third party requests for linked data handled?
o If linked data is developed from third party funding (say TxDOT funds a project for
DPS and OCA to link crash and citation data) does TxDOT “own” that linked data set
and do they have a say in how it is used or with whom it is shared?
Do providing agencies want to be informed if their data is used in a publication?

6. Procedures on data governance review and oversight
o Develop procedures on data governance review and oversight
Questions:
-

Identify current procedures for data governance review and oversight. Is there an oversight
committee? Who reviews the data sharing agreements before approving?
Identify who is responsible for periodically reviewing the data governance guidelines.
Identify who provides oversight for the enforcement of the data governance guidelines.
Identify how questions or disputes regarding the data governance guidelines are handled.
Are there any recourse measures the providing agency can take if the data sharing
agreement is not followed?

APPENDIX B:

TxDOT Information Resources Security Compliance and Confidentiality Agreement
Form

APPENDIX C:

TxDOT Request for Motor Vehicle Information (VTR-275)

APPENDIX D:

MOU Between the Utah Bureau of Criminal Identification and The XXX for Sharing
of Records

MEMORANDUM OF
UNDERSTANDING BETWEEN
THE UTAH BUREAU OF CRIMINAL IDENTIFICATION
AND
THE XXX
FOR SHARING OF
RECORDS

I.

Purpose
The purpose of this Memorandum of Understanding ("MOU") is to define the roles and
responsibilities governing access to and disclosure of Utah Criminal History (UCH) information by
the Utah Bureau of Criminal Identification ("BCI") to the XX ("Agency").

II.

Introduction
Agency will use UCH information for criminal justice purposes. Specifically, the information will
be used to assist in the analysis and investigation of crimes, sentencing, treatment, recidivism and
other criminal justice purposes.

III.

Data Sharing
A. Legal Authority
1. The legal authority for sharing UCH records is defined in the Government Records Access and
Management Act (GRAMA) found in Utah Code Ann. § 63G-2-206(2)(a), which states that "[a]
governmental entity may provide a private, controlled, or protected record or record series to
another governmental entity, a political subdivision, a government-managed corporation, the
federal government, or another state if the requesting entity provides written assurance: (a) that
the record or record series is necessary to the performance of the governmental entity's duties and
functions; (b) that the record or record series will be used for a purpose similar to the purpose for
which the information in the record or record series was collected or obtained; and (c) that the use
of the record or record series produces a public benefit that outweighs the individual privacy right
that protects the record or record series."
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B. Data Requested
1. Agency is requesting BCI return the following data elements. (i.e. name, dob, address etc.): T
Transaction Control Number (TCN)
Charge type (NCIC Code)
Charge severity
Race, sex, age of offenders
Sentence type ( jail, fine, probation, etc.)
Sentence unit (days, months, years, dollars etc.)
C. Expense
2. If necessary, Agency agrees to reimburse BCI for actual costs associated with
the transfer of data files or the development of the web service pursuant to this
MOU.

D. Data Security
1. With the assistance of BCI. Agency will comply with CJIS/UCJIS Security Policy
requirements.
2. Agency shall limit access to UCH data in electronic or hardcopy format to only authorized
individuals. Any information provided by BCI shall not be further disseminated. Authorized
individuals must use individual access codes and passwords when accessing the information
and log such access, or if an inquiry is conducted by a single server ID, a log must be
maintained at the Agency identifying the requestor of the information and be made
available to BCI upon request. This log must also include the identifiers of the information
requested and date/time the information was requested. Log records shall be maintained for
a minimum of two years. Information obtained from BCI shall be stored in a secure
environment including encryption while the data is at rest.
3. Utah Criminal History data obtained by Agency shall only be used pursuant to this MOU.
Any deviation f r o m this MOU may result in the loss of access to the UCH data.
4. Agency shall train its users on relevant statutes governing the release of data and penalties
tor unauthorized access to, or unauthorized disclosure of UCH data. Agency shall
periodically audit its employees to ensure proper use of this information. Upon request,
Agency shall provide audit information to BCI. Agency shall pursue sanctions and
individual corrective action under applicable statutory authority against individuals who
violate the t e r m s of this MOU.
5. Agency acknowledges that it is a Class B misdemeanor for a person to knowingly or
intentionally access, use, disclose, or disseminate a record created or maintained by the BCI
for a purpose prohibited or not permitted by statute, rule, regulation, or policy of a
government entity.
6. Agency shall immediately notify BCI if at any time the UCH data has been breached,
compromised, or misused.
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IV. Terms and Acknowledgement
Both parties to this MOU are governmental entities as defined in the Utah Governmental
Immunity Act found in Utah Code Ann. §§ 63G-7-l 01 et seq. , as amended ("the Act").
Nothing in this MOU shall be construed as a waiver by either party of any rights, limits,
protections, or defenses provided by the Act. Nor shall this MOU be construed, with respect
to third parties, as a waiver of any governmental immunity to which a party to this MOU is
otherwise entitled. Subject to the Act, each party will be responsible for its own actions and
will defend any lawsuit brought against it and pay any damages awarded against it.
This MOU will become effective when signed by both parties and will remain in effect for
two years, at which time the MOU w i l l be reviewed, updated if needed, and signed again by
both parties. This MOU must be reviewed and subsequently signed any time there is a change in
administration for either party.
Amendments to this M O U may be requested and may be made at any time upon approval of the
Director of BCI, and the Agency contact. BCI or Agency may terminate this MOU at any time by
providing written notice to the other Party.
V.

Contact Person
Name:
Agency:
Position:
Telephone Number:

Name:
Agency:
Position:
Telephone Number:

VI. Signatures
IN WITNESS WHEREOF, the parties have executed this Memorandum.

Date

Date
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APPENDIX E:

Washington State Confidentiality Agreement for Access to the Judicial Information
System (JIS) Applications

Confidentiality Agreement
for Access to the
Judicial Information System (JIS) Applications
As part of my job duties, I require access to the Judicial Information System (JIS)
application______________________________________________________________
[insert name of application such as ASRA, JIS Printing, etc.]

for the _____________________________________________________ to be used for
[insert name of court]

______________________________________________________________________.
[insert reason as such printing calendars, accessing confidential case types, creating ASRA assessments]

The JIS contains both public and confidential information from court cases and other
automated databases. By signing this statement, I affirm my understanding of my
responsibilities to maintain confidentiality and agree to the following:
1. I understand that the court case files and automated databases in JIS contain
confidential, as well as public, information.
2. I understand that I may access, read, or handle confidential information to the
extent required in, and for the purpose of, performing my assigned duties as an
employee of my agency or as an officer of the court.
3. I agree not to divulge, publish, or otherwise make known to unauthorized
persons or to the public any confidential information obtained from JIS. I
understand that:
a. I may divulge confidential information to judicial officers, authorized court
employees, and authorized employees of my agency as necessary to
perform my job duties.
b. I may divulge confidential information to others only if specifically
authorized to do so by statute, court rule, judicial policy, or court order.
c. Maintaining confidentiality includes not discussing confidential information
outside of the workplace, or outside of my usual work area.
d. After I leave the employment of my agency I may not divulge confidential
information obtained during the course of my employment.
4. I agree to consult my supervisor on any questions I may have concerning
whether particular information may be disclosed.
5. I understand that a breach of confidentiality may be grounds for disciplinary or
legal action.

Confidentiality Agreement
for JIS Application Access
Page 2 of 2

6. I agree to notify my supervisor immediately should I become aware of an actual
breach of confidentiality or a situation which could potentially result in a breach,
whether this be on my part or on the part of another person. If my work is such
that I do not have a supervisor, I will notify the Presiding Judge, or the Court
Administrator, or the Court Clerk of the above-named court.

____________________________________
Signature

____________________________
Date

____________________________________
Print Name

____________________________
Job Title

____________________________________
Name of Employer

Authorization of Access to the Judicial Information System Application

__________________________________ is authorized to access the above-described
Judicial Information System Application for this court.
____________________________________
Signature of Court/Clerk Representative

____________________________
Date

____________________________________
Print Name

____________________________
Name of Court

APPENDIX F:

Colorado Bulk Records and/or Crash Data Search/Transfer Application

APPENDIX G:

Colorado Motor Vehicle Records Set Up – Information Needed

Motor Vehicle Records Set Up – Information Needed
Thank you for your application for Bulk Motor Vehicle Records. We would like to gather some
information regarding your Motor Vehicle Records set up, while the Department of Revenue
reviews and approves your application.
These records are protected by the Driver Privacy and Protection Act, so we require a secure
file transfer process be established between your company and our data center. It will be
necessary for your company to set-up a sftp server with a user name that can receive files and
send files, if you are opting for the ‘batch’ method.
Once you have created the sftp server please provide us with the user name and the server’s
public host name or IP address. Upon approval from DOR we will provide an SSH public key that
will need to be installed for this user on your server. The key will be a 2048 bit RSA key, we
cannot do password authentication.

SFTP Server Host or Address: ________________________________________________

SFTP User name: _____________________________________________________
Directory to save files if not using Home Directory of SFTP user: _______________
__________________________________________________________________
If you want all the record updates from the past week or month in Colorado, then please select
the weekly or monthly option.
If you would like to find out information about specific license plate numbers, then you’ll want
“batch”, which is also known as “plate match”.
See the “Bulk Processing Methods” section of the TLR Agreement for specific definitions and
details.
Technical contact we should email during set up:
____________________________________________
Contacts who should receive emails when the files are sent:
___________________________________
*Please be advised, we are unable to assist with your sftp server set up, installing, or
configuring.

600 17th St., Suite 2150 South, Denver, CO 80202 | Phone: 303-534-3468 | Fax: 303-534-3469
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1 Motor Vehicle Records Service
1.1

OVERVIEW

The Colorado Department of Revenue (DOR) and Colorado.gov have partnered to provide approved
customers with Motor Vehicle Record Information (Titles and Liens). Colorado.gov is duplicating and
implementing DOR’s existing process for sending approved customers files. The system is all back-end
(no public facing interface) and customers will be able to receive weekly, monthly, or batch files.

1.2

MOTOR VEHICLE RECORDS PROCESS

An approved customer has the ability to receive weekly, monthly or send daily batch request files. All file
transfer must be done via an SFTP server and SSH key.
1.2.1

Weekly File

Weekly files will automatically be pushed to the customer’s SFTP server every Tuesday between 8:00am
and 12:00pm. The file will be named: COP_YYYYMMDD.txt
1.2.2

Monthly File

Monthly files will automatically be pushed to the customer’s SFTP server during the 1st week of each
month (typically around the 3rd). The file will be named: COX_YYYYMMDD.txt
1.2.3

Batch Request File

Colorado.gov will pull batch request files (titled pminYYYMMDDHHMMSS.txt) from the designated
location on the customer’s SFTP server and match the license plates with the DMV data. The request file
is formatted as follows:
pmin.txt
Field
Start
End
Length
License Number
1
7
7
Reference Text
8
80
73
- Minimum request line length: 3
- Request lines DO NOT need to be padded to 80
characters.
- If Reference Text is longer than 73 characters, it will be
truncated.

Notes
Minimum length of 3
See Response Layout

All plates matched will generate a response file with the name of pmoutYYYYMMDDHHMMSS.txt and will
be uploaded by Colorado.gov to the customer’s SFTP server. The response file is formatted as follows:
pmout.txt
Field
Vehicle Type
Plate Type
License Number
Prev Vehicle Type
Prev Plate Type
Prev License Number
Vin
Vehicle Year
Vehicle Make

Start

End
1
4
5
8
15
16
19
23
31
49
53

Length
3
4
7
14
15
18
22
29
47
52
55

3
1
3
7
1
3
4
7
17
4
3

Notes
DASH [-]

DASH [-]

character 30 is blank
character 48 is blank
CCYY
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Vehicle Body
Owner
Driver
Legal Address
Legal City
Legal State
Legal Zip
Legal Zip+4
Mailing Address
Mailing City
Mailing State
Mailing Zip
Mailing Zip+4
Business Date
Expire Date
Reference Text
Title County Number

1.3

Version 1.3
010716

56
58
94
130
156
169
171
176
180
206
219
221
226
230
238
244
317

57
93
129
155
168
170
175
179
205
218
220
225
229
237
243
316
318

2
36
36
26
13
2
5
4
26
13
2
5
4
8
6
73
2

MMDDCCYY
MMCCYY
See Request Layout

PRICING

Vendors will pay Colorado.gov a $0.03 fee per record per file sent.
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2 Customer Requirements


The customer must pay an annual registered users fee of $75.00 for the service, and the
customer will be billed on a monthly basis for the service they receive.



Customers are required to comply with Drivers Privacy Protection Act. (DPPA) 18 USC § 2721 et.
Seq. (Public Law 103-322). Section 2721 requirements and all other applicable state and federal
laws.



The customer must acknowledge that the data is not guaranteed reliable; however the customer
is required to pay for each record sent.



Customers are liable for the misuse of any data.



Customers will receive a Colorado.gov SSH key for connection.



Customers must set up accounts using an SFTP server.



Customer will be billed $0.03 per record.
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3 New Customer Set Up Process
All new customers should receive this MVR Overview. They should also receive and return a Registration
Agreement, as well as the TLR Agreement (the agreement to access motor vehicle records). Once these
two documents are returned can complete, Colorado.gov will follow the steps below.

3.1

STEP 1: IDENTIFY FILE TYPE

Customer Service Representative will identify the type of file the customer would like to receive. This

will either be:




3.2

Weekly (see 3.2 for set up process)
Monthly (see 3.2 for set up process)
Batch File (see 3.3 for set up process)
STEP 2: WEEKLY OR MONTHLY FILE SET UP












3.3

Customer Service Representative
o Create CDB account
o Send new customer information to Department of Revenue for approval to receive data
New Customer
o Create account on their SFTP server, send Colorado.gov server name/IP and SFTP
account username
System Administrator
o Create an SSH key for logging in
New Customer
o Apply SSH key to SFTP Server
System Administrator
o Test connection to SFTP server
Developer
o Upload test file
New Customer
o Approve file
Customer Service Representative
o Collect email addresses from the new customer for those who should receive the
generic "file uploaded successfully" email
o Create production request ticket to move new customer into production database
(include email addresses in ticket)
STEP 2: BATCH FILE SET UP






Customer Service Representative
o Create CDB account
o Send new customer information to Department of Revenue for approval to receive data
New Customer
o Create account on their SFTP server
System Administrator
o Create an SSH key for logging in
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New Customer
o Apply SSH key to SFTP Server
System Administrator
o Test connection to SFTP server
New Customer
o Uploads a test text file with license plate numbers to their SFTP Server
Developer
o Download test file and begin matching process
Developer
o Upload completed file to the new customer’s SFTP server
New Customer
o Approve file
Customer Service Representative
o Collect email addresses from the new customer for those who should receive the
generic "file uploaded successfully" email
o Create production request ticket to move new customer into production database
(include email addresses in ticket)

6

Colorado.gov
Motor Vehicle Records - Overview

Version 1.3
010716

4 Technical Requirements
4.1

USER AUTHENTICATION

Pre-approved customers, who have signed the security agreement with Colorado.gov and have created a
secure account on an SFTP server.

4.2

PERSONAL INFORMATION HANDLING

All personal information transferred through or generated by the system, including Name, DL Number,
Address, etc. is stored on an SFTP Server, not on disk. Downloading or passing sensitive files is only
possible via security keys.

4.3

HANDLING OF CONFIDENTIAL/SENSITIVE INFORMATION

Business information that, if disclosed, misused or inappropriately modified by unauthorized individuals,
might result in harm to individuals causing monetary loss, criminal or civil liability, or significant damage to
the organization’s reputation. This information is of a private nature that an individual would not want
disclosed to others.
Confidential/Personally Identifiable information may include, but is not limited to, the following:


Personally Identifiable (PI) information as defined by the PCI/DSS Security Standard.



Personally Identifiable Healthcare information (PIH) protected by the federal law under the Health
Insurance Portability and Accountability Act (HIPAA) of 1996 (Public Law 104-191).



Personally Identifiable financial information protected by federal law as outlined in Title V of the
Gramm-Leach-Bliley Act also known as GLBA.



Records containing personal information of personnel that include: name, address, phone
number, marital status, performance appraisal rating, date of birth, social security number,
number of dependents, salary, etc.



Financial information that is not subject to public record such as payroll accounting.



Records containing personal information of clients or customers that include: name, address,
phone number, marital status, performance appraisal rating, date of birth, social security number,
number of dependents, etc.



Records containing personal information of shareholders that include: name, address, phone
number, marital status, date of birth, social security number, number of dependents, etc.



Any personal information that could be used to facilitate “identity theft” such as: credit card
numbers, bank account numbers, driver license number, insurance information, etc.
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5 Become a Registered User
If you are interested in using the Youthful Driver Monitoring Services, please visit
https://www.colorado.gov/registered-services to download the registration agreement. Registration with
Colorado.gov provides quick and expedient access to fee-based services with the convenience of one
monthly bill. The annual $75 registration fee will be applied to your bill automatically. Any questions
about the terms or conditions, please contact us at support@colorado.gov.
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APPENDIX I:

Ohio Department of Public Safety Bureau of Motor Vehicles Agreement for the
Provision and Use of Information

OHIO DEPARTMENT OF PUBLIC SAFETY
BUREAU OF MOTOR VEHICLES
AGREEMENT FOR THE PROVISION AND USE OF INFORMATION
(TO BE USED WITH BMV FORM 1173)
AGREEMENT BETWEEN:

and

OHIO DEPARTMENT OF PUBLIC SAFETY
BUREAU OF MOTOR VEHICLES
1970 WEST BROAD STREET
P. O. BOX 16520
COLUMBUS, OHIO 43266-0020

Definitions
“Personal information” means information contained in a motor vehicle record that identifies an individual person,
including but not limited to, the person’s photograph, social security number, driver or driver’s license identification
number, name, date of birth, telephone number, medical or disability information, or a person’s address other than
the county and five-digit zip code.
“Sensitive personal information” means an individual’s photograph or digital image, social security number, or
medical or disability information.
The parties agree as follows:
1.

This agreement is governed by Ohio Revised Code sections 149.43, 4501.15, 4501.27 (commonly known as
the Driver Privacy Protection Act), and 4507.53, and Ohio Administrative Code 4501:1-12-02.

2.

The Ohio Department of Public Safety (DPS), Bureau of Motor Vehicles (BMV) shall provide
to
(hereinafter USER). In order to receive such records, USER shall provide an appropriate identifier and the
BMV shall return the
via means listed on the BMV 3349 form. USER shall also disclose the purpose
for which the records are being requested and shall provide any other documentation the BMV may require
as listed on the BMV 3342 form as assurance that USER does qualify under both state and federal law to
receive such information.

3.

USER understands and agrees that, if they qualify to access, use, or receive sensitive personal information
under both state and federal law, USER shall receive sensitive personal information as part of this
agreement.

4.

The BMV shall provide requested information within a reasonable time period. While the BMV agrees to take
precautions to prevent any delay in the processing of information, USER understands and agrees that delays
may result in the processing of information based upon technical difficulties and burdens placed on BMV
systems. The BMV agrees to correct such problems within a reasonable time period and to thereafter
process data requested by USER.

5.

USER expressly warrants and represents that it will promptly and adequately destroy BMV data in its
possession, in accordance with applicable state and federal law, when it is no longer needed for the statutory
purpose for which it was requested, and it shall also take reasonable measures to require its customers to do
the same. USER shall destroy any paper copies or copies stored in an electronic or any other format in
accordance with the foregoing representation. Destruction of records shall include shredding, incineration, or
other method that renders the records illegible and irretrievable.
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Page 1 of 4

6.

USER shall not access, use, or disclose the information furnished pursuant to this agreement to engage in
any method, act or practice that is unfair or deceptive in the solicitation or advertisement of goods, services,
or real estate to Ohio consumers.

7.

USER shall not use, resell, or redisclose any personal information obtained under this agreement, unless
USER meets the provisions of this agreement and R.C. section 4501.27(C).

8.

Such a USER who resells or rediscloses any personal information shall keep for a period of five years a
record that identifies each person or entity that receives any of the personal information and the permitted
purpose for which the information is to be used and shall make all such records available to the BMV upon
its request. USER shall not use personal information provided in BMV records for bulk distribution for
surveys, marketing, or solicitations, nor shall USER resell or redisclose information to another for such
purposes, unless the person whose information is used has provided express written consent for such
disclosure to the BMV.

9.

USER agrees that it will not provide information obtained pursuant to this agreement to any other person
without entering into an agreement including these prohibitions.

10. USER hereby agrees that information furnished pursuant to this agreement shall not be used in establishing
an individual’s eligibility for credit, and will only be used by an insurer, insurance support organization, or
self-insured entity, or by an agent, employee, or that type of entity, in connection with any claims
investigation activity, anti-fraud activity, rating, or underwriting.
11. By signing this agreement, USER warrants that the signatory and all personnel are familiar with all the
provisions of Ohio Revised Code 4501.27 (commonly known as the Driver Privacy Protection Act). In
addition, USER, on behalf of itself, its successors, and assigns further agrees that all users of this
information will abide by the terms of both federal and state law including but not limited to, those laws
restricting access to personal information from motor vehicle records.
12. USER shall permit a representative or agent of the BMV upon request to conduct on-site inspections and to
copy records relevant to each person or entity having accessed, used, and obtained personal information
from USER and the permissible use for which it was accessed, used, or obtained. The BMV shall have full
audit rights, with respect to both physical and data security and relevant business records. If requested,
USER shall bear the expenses of one such inspection during each year of the agreement. For purposes of
this paragraph, expenses include travel and lodging.
13. USER agrees to timely provide all documentation requested by the BMV pertaining to its access, storage,
use, and release of BMV data or its third-party clients’ activities. Copies of such documents shall be
provided at no cost to the BMV if requested. Unless otherwise specified, USER’S failure to provide all
requested documentation within ten (10) calendar days may result in the immediate termination of access to
information and cancellation of said agreement.
14. USER agrees to hold harmless and indemnify the Ohio Department of Public Safety, Bureau of Motor
Vehicles, its officers, agents, and employees from and against any and all actions, suits, damages, liability or
other proceedings, including reasonable attorney fees that may arise as the result of performing services
hereunder. This section does not require USER to be responsible for or defend against claims of damages
arising solely from errors or omissions of the Department, its officers, agents, or employees, unless USER’S
activities contribute to or increase applicable damages.
15. The BMV and USER mutually agree that the BMV will not be responsible for omissions or errors in the
copies of BMV records furnished to USER, and that the BMV makes no representations, either express or
implied, regarding the use, performance, or fitness for any particular purpose of the information furnished to
USER. Upon notification of an omission or error, the BMV shall endeavor to correct such omission or error in
a timely fashion.
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16. USER and any officer, agent, employee or other person employed or retained by USER to carry out the
terms of this agreement is an independent contractor of and not an officer, agent, or employee of the Ohio
Department of Public Safety, Bureau of Motor Vehicles.
17. This agreement may not be assigned without the express written consent of the BMV.
18. USER agrees that the signatory to this agreement is authorized to sign this agreement and to make any
assertions and acknowledgements related to USER’s request for and receipt of BMV records on behalf of
USER. This includes, but is not limited to, assertions and acknowledgements made in this agreement, on the
BMV 1173 form, on any other supporting documentation requested by the BMV or provided by USER, and in
any other related correspondence or conversation. USER agrees that it will be responsible for and may face
civil or criminal liability based on the actions of the signatory.
19. Either party may cancel this agreement at any time prior to its expiration by giving the other party thirty (30)
days written notice.
20. USER shall immediately notify the BMV of any security breach involving BMV records or upon discovery that
BMV records have been disclosed in violation of this agreement or any federal or state law. USER shall
conduct a prompt investigation of any alleged misuse of BMV records or security breach and shall fully
cooperate with BMV personnel to address related issues and concerns.
21. The BMV may immediately suspend performance of this agreement for a period not exceeding thirty (30)
days for reasonable cause. Reasonable cause shall include, but shall not be limited to, a reasonable belief
that a security breach or unauthorized use, or release of BMV records involving USER has occurred, or a
reasonable belief that USER has violated federal, state, or local law, or any provision of this agreement.
Should the BMV determine that USER has failed to maintain BMV records in a sufficiently secure
environment, or should the BMV determine that USER has violated a provision of law or this agreement, the
BMV may terminate this agreement at any time during or subsequent to the thirty day suspension period.
22. Should the BMV find that USER has violated any of the terms of this agreement; the BMV may immediately
terminate the agreement and immediately deny USER records provided pursuant to this agreement. Upon
discovery of such a violation, the BMV may terminate this agreement regardless of whether it has chosen to
impose the thirty day suspension period. The BMV may also pursue any other appropriate civil and/or
criminal penalties or sanctions. Criminal and civil penalties may be pursued against the signatory to this
agreement, any other appropriate individual, and USER as an organization or corporate entity.
23. If USER is found to have provided false information, USER may be subject to prosecution for falsification
pursuant to Ohio Revised Code 2921.13 and may face penalties of up to six months in jail and a $1000.00
fine for an individual or $5000.00 fine for an organization.
24. This agreement shall commence upon the full execution and signature by the parties and shall terminate two
years from the date of full execution, unless sooner terminated pursuant to the terms hereof. The parties
may agree to renew this agreement for additional intervals. In order to renew this agreement, USER shall be
responsible for a submitting a new BMV 1173 form and any other documentation required by the BMV.
USER also agrees to update its documents originally submitted along with this agreement if there are
changes made before the termination of this agreement.
25. This agreement shall be governed by and construed in accordance with the laws of the State of Ohio. The
courts of the State of Ohio shall have jurisdiction over this agreement and the parties.
26. If any provision of this agreement should be found illegal, invalid, or otherwise void, it shall be considered
severable. The remaining provisions shall not be impaired, and the agreement shall be interpreted, to the
extent possible, to give effect to the parties’ intent.
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Unless otherwise provided herein, all notices, correspondence, or other communications related to this agreement
shall be in writing and delivered to the addresses set forth below:
In the case of THE OHIO DEPARTMENT OF PUBLIC SAFETY
Signing Authority
John Born, Director
1970 West Broad Street
Columbus, Ohio 43223

IT Coordinator
Brent Rawlins, CIO
1970 West Broad Street
Columbus, Ohio 43223

In the Case of
Signing Authority
NameAdd 1Add 2City, St., ZipPhone #Email-

IT Coordinator (If Applicable)
NameAdd 1Add 2City, St., ZipPhone #Email-

IN WITNESS WHEREOF the parties have affixed their signatures hereto on the dates as written below.

___________________________________________________________________________________________
SIGNING AUTHORITY – USER
TITLE
DATE

___________________________________________________________________________________________
SIGNING AUTHORITY – DPS
TITLE
DATE

End of Ohio BMV Agreement for Use of Information
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APPENDIX J:

Ohio BMV Record Request

OHIO DEPARTMENT OF PUBLIC SAFETY
BUREAU OF MOTOR VEHICLES

OBMV RECORD REQUEST
(Ohio Revised Code [O.R.C.] 4501.15, 4501.27, AND 4507.53)
This agency is requesting disclosure of information that is necessary to accomplish the statutory purpose as outlined
under O.R.C. 4501.27. Disclosure of this information is REQUIRED. FAILURE to provide any information will result in this
form not being processed.
This request is being made by:
(Complete Part A and check applicable reason for request on Part B)
_________________________________________________________________________________________________

We are requesting the following information contained in the Bureau of Motor Vehicles records:

Driving Records

Salvage – Title Records (Gratis)

Title Records

Last Known Address

Vehicle Registration Records

Other:

Part A: Please provide current information regarding yourself
YOUR NAME

NOTE: SIGNATURE REQUIRED
SIGNATURE

COMPANY NAME

BMV ACCOUNT #

ADDRESS
CITY

STATE

TELEPHONE #

FAX #

(

)

-

ext.-

ADDITIONAL CONTACT #

(

)

-

ZIP

TAX ID/FEIN

ext.-

EMAIL ADDRESS

DATE

Please Note: Ohio Administrative Code 4501:1-12-2(G)(1)(a) states “…If the requester is a sole proprietorship or individual, the requester shall provide a
driver’s license number or identification card number. If the requester does not possess a driver’s license or identification card, the requester shall provide
proof of identity and social security number in accordance with the acceptable documents set forth in rule 4501:1-1-21 of the Administrative Code.

Please mail your information to: Ohio Bureau of Motor Vehicles, Attn: BMV Records, P.O. Box 16520, Columbus,
Ohio 43216-6520.
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Part B: We (requester) qualify as checked below:
(Please complete a separate BMV 1173 for each exception)
1.

A record for use in the normal course of business by me as a legitimate business or an agent, employee, or contractor of a legitimate business, for only one of the
two following purposes: (a) to verify the accuracy of personal information submitted to the business, agent, employee, or contractor by an individual; (b) in case
personal information submitted to the business, agent, employee, or contractor by an individual is incorrect or no longer is correct, to obtain the correct information,
for the sole purpose of preventing fraud, by pursuing legal remedies against, or recovering on a debt or security interest against, the individual.
My tax identification number is:
My vendor number is:
My professional license number is:
Licensed by (agency):

2.

Records for bulk distribution for surveys, marketing, or solicitations, where the information will be used, rented, o r sold solely for bulk distribution for surveys,
marketing, or solicitations;

3.

A record for the use of a government agency, including, but not limited to, a court or law enforcement agency, in carrying out its functions, or for the use of a
private person or entity acting on behalf of an agency of this state, another state, the United States, or a political subdivision of this state or another state in carrying
out its functions;

4.

A record for use in connection with matters regarding motor vehicle or driver safety and theft; motor vehicle emissions; motor vehicle product alterations,
recalls, or advisories; performance monitoring of motor vehicles, motor vehicle parts, and dealers; motor vehicle market research activities, including, but not limited
to, survey research; and removal of non-owner records from the original owner records of motor vehicle manufacturers; Please provide relevant documentation
supporting your request;

5.

A record for use in connection with a civil, criminal, administrative, or arbitral proceeding in a court or agency of this state, another state, the United States, or a
political subdivision of this state or another state or before a self-regulatory body, including, but not limited to, use in connection with the service of process,
investigation in anticipation of litigation, or the execution or enforcement of a judgment or order (a subpoena or other court order may be used instead of this form).
When requesting records, please provide the court and case number, or if the case has not yet been filed, the court you anticipate to file in;

6.

A record pursuant to an order of a court of this state, another state, the United States, or a political subdivision of this state or another state (a subpoena or other
court order may be used instead of this form). When requesting records, lease attach certified copy of the court order;

7.

Records for use in research activities or in producing statistical reports, where the personal information will not be published, redisclosed, or used to contact an
individual: Please provide a detailed description of your research activities and identify the business, educational institution, or other entity for whic h you are
doing the research;

8.

Records for use by an insurer, insurance support organization, or self-insured entity, or by an agent, employee, or contractor of that type of entity, in connection
with a claims investigation activity, anti-fraud activity, rating, or underwriting. Please provide your tax identification, vendor, or professional license number along
with the name of the licensing agency:
;

9.

A record for use in providing notice to the owner of a towed, impounded, immobilized, or forfeited vehicle. Please provide your tax identification, vendor, or
professional license number along with the name of the licensing agency:
:

10.

A record for use by a licensed private investigative agency or licensed security service for any purpose permitted under numbers 1 through 14 of this form.
Please provide your license agency number:

11.

A record for use by an employer or by the agent or insurer of an employer to obtain or verify information relating to the holder of a commercial driver license or
permit that is required under the “Commercial Motor Vehicle Safety Act of 1986”, 100 Stat. 3207-170, 49 U.S.C. 2701, et seq., as now or hereafter amended. Please
provide your tax identification, vendor, or professional license number along with the name of the licensing agency:
;

12.

A record for use in connection with the operation of a private toll transportation facility;

13.

A record for any other use specifically authorized by law that is related to the operation of a motor vehicle or to public safety. Please provide a copy of the
relevant statute.

14.

A record in order to carry out the purposes of either the “Automobile Information Disclosure Act”, 72 Stat. 325, 15 U.S.C. 1231-1233, the “Motor Vehicle
Information and Cost Saving Act”, 86 Stat. 947, 15 U.S.C. 1901, et seq., the “National Traffic and Motor Vehicle Safety Act of 1986” 80 Stat. 718, 15 U.S.C. 1381, et
seq., the “Anti-Car Theft Act of 1992”, 106 Stat. 3384, 15 U.S.C. 2021, et seq., or the “Clean Air Act”, 69 Stat. 322, 42 U.S.C. 7401, et seq., all as now or hereafter
amended, for the use in connection with one or more of the following matters: (a) motor vehicle or driver safety and theft; (b) motor vehicle emissions; (c) motor
vehicle product alterations, recalls, or advisories; (d) performance monitoring of motor vehicles and dealers by motor vehicle manufacturers; (e) removal of nonowner records from the original owner records of motor vehicle manufacturers.

I understand that if I receive personal information under numbers 1 or 3-14 of this form, I may resell or disclose the personal information only for uses permitted under
numbers 1 or 3-14. I understand that if I receive personal information under this form, and I resell or redisclose any personal information, I must keep for a period of 5 years
a record that identifies each person or entity that receives any of the personal information and the permitted purpose for wh ich the information is to be used, and I must
make all such records available to the Registrar of Motor Vehicles upon request.
I hereby certify that all of the information contained on this form is true and accurate to the best of my knowledge and belief. I understand that providing false information
may constitute a criminal offense of falsification with a maximum penalty of 6 months in jail and a $1000 fine.

SIGNATURE

DATE

X
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